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1 Management of the Permission Profiles
1.1 General information

CBC Reach Users must have certain Permissions to perform certain actions. Permissions cannot be linked
directly to Users. Permissions are grouped in a Permission profile which can be linked to a User. One or more
Permission profiles can be linked to one User. The set up of Permissions and Permission profiles has to be
done by the Super user.

The Permissions are divided in 4 groups:

e General permissions

e Account permissions

e Category permissions

e  Sign permissions

Each group of Permissions can be part of a Permission profile.
1.1.1  General, Account and Category Permissions

The General, Account and Category permissions are defined as functional or do-permissions. They allow or

don’t allow a User to perform an action.

e The General permissions are basic permissions that control access to functions (examples: View Accounts,
Create Accounts,...).

e The Account permissions are specific permissions for account related Payments and the Cash
Management actions (examples: view statements for a particular account, create payments for a particular
account,...).

Within the Account permissions you can choose for setting a Permission pattern or Individual

permissions:

e Permission pattern: the selected Account permissions are valid for all accounts assigned to the
Permission profile.

¢ Individual permissions: a different Account permission can be set up for each account assigned to the
Permission profile.

e The Category permissions are specific permissions relating to payment categories such as Standard, INTC,
and Salary (examples view payments of category Salary, create payments of category Salary,...).

1.1.2  Sign Permissions

The Sign permissions are defined as permissions necessary to authorise payment transactions. Three types of

Sign permissions are available:

e General sign permissions: sign permissions that will be used for all collections, payments and payment
batches.

e Remitter Account-specific sign permissions: sign permissions that will be used for payments and batches
from the selected remitter accounts only.

e Category sign permissions: sign permissions that will be used for payment categories (Standard,
Intra_Company, Salary).

Remark: Category sign permissions for direct debit payments (SDD) and lettre de change relevé (LCR) are
available but have to be set up by CBC Banque.

Within each Sign permission type you can choose for setting a Permission Pattern or Individual permissions.

e Permission Pattern: the Sign permissions are valid for all accounts assigned to the Permission profile.

o Individual permissions: different Sign permissions can be set up for each account assigned to the
Permission profile.

Within each Sign permission pattern or Individual sign permission the Signature class is a mandatory choice.

Following options are relevant:

e Single (S): the User is allowed to sign alone.

e Primary (A): the User (for instance a senior-function) is allowed to sign with another User with Signature
class=AorB.

e Secondary (B): the User (for instance a junior-function) is allowed to sign with another User with Signature
class = B.

e None (N): the User is not allowed to sign.



Within each Sign permission pattern or Individual sign permission you can define a limit and currency for the
Sign permission. If the amount of the Sign permission is unlimited you have to enter 999999999999 (12 times
9).

1.1.3  Signing scheme in CBC Reach

Each payment in CBC Reach has to be signed according to the following signing scheme:

| SorA+x(x=AorB) |

e S isallowed to sign alone.
e A isallowed to sign with another A or with a B.
e Bisallowed to sign with an A.

1.2 Standard Permission Profiles provided by CBC

To make it easier for the customer CBC Banque provides following standard Permission profiles. You find them
in CBC Reach by going to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.

Leave customer administration x

Permission Profiles B &~ i Heb

'E|MasterData Payment Categories | Companies | Accounts | Conversions | Permission Profiles | Users

Permission Profiles 7 Entries b %
#b‘ Permission profile « P Description b
O Iobile APPs Enable Mobile APPS
O Super user permissions dusl Power of Aftorney administrator dual
O Super User permissions SINGLE Power of Aftorney administrator SINGLE
O Template - Counterparties IMlanage counterparties
O Template - INTC Counterparties Manage infra-company counterpariies
O Template - Payments and collections Manage Payments and collections
O Template - Reporiing permissions General payment and reporting profile

Select: All | Page | Mone 1 Entries per page: |Z|

oo

e Super user permissions dual: a Permission profile needed for Users that are indicated by the customer to
be Super user in a dual Super user context.

e  Super user permissions SINGLE: a Permission profile needed for Users that are indicated by the customer
to be Super user in a SINGLE Super user context.
Remark: this profile is only visible in case of a SINGLE Super user context.

e Mobile APPs: a Permission profile needed for Users (only Private persons) who are allowed by the
customer to use the CBC Reach app. Not possible for Users = Company department.

e Template - Counterparties: a Permission profile with permissions to manage (create, update, delete,...)
counterparties that are not INTC-counterparties.

e Template - INTC Counterparties: a Permission profile with permissions to manage (create, update,
delete,...) the INTC counterparties.

o Template - Payments and collections: a Permission profile which is the basis to create the profiles you
need with permissions to manage (create, update, delete, ...) payments and collections.

o Template - Reporting permissions: a Permission profile which is the basis to create the profiles you need
with permissions to manage reporting related actions.




1.2.1  Super user Permission Profile(s)

The requested Super user Permission Profile (single or dual) will be assigned to the Super user(s) by CBC
Banque based on the information in the agreement between the customer and CBC Banque.

Once your Super user permission profile is created you are responsible for setting up the other Permission
profiles to be assigned to the Users.

1.2.2 Template for Payments and Collections Permission Profile

You can create your own Permission profile for payments and collections from scratch or copy the template
provided by CBC Banque. CBC recommends to use the template.

The template is provided to create Payments and collections permission profile with Permissions needed by a
customer to manage payments and collections (create, update, delete, ...).

Remark: this template does not contain Sign permissions. You will have to create a separate Sign permission
profile.

To find the template in CBC Reach, go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.
The screen with the available Permission profiles including the Template - Payments and collections is
displayed.

If you want to use the template you should select it by ticking the checkbox before the row Template -
Payments and collections and make a copy by clicking the ‘Copy’ button and give it a significant name
(example: Payment and collections ALL). In this way you keep the original template ready for copying it for
future uses.

You can adapt the copy of the template according to your own specific needs.

thh I Leave cusiomer administration x
Create Permission Profile / Master Data i Hep

Permission Profiles
— D

Master Data General F'ennissiun5>> Account F’ennissians>> Category Perm'lssiuns>> Accounis >> Users;>—T

Settings

Permission profile’ éPayment and collections ALL
Description

Add by default O

Permission profile usage

General permissions
Account permissions” | Parmission patiem - |
Sign permissions’ |Nn - |
Category permissions

/ *Mandatory fields

e Click on the ‘Next’ button and the ‘Create Permission Profile: Payment and collections
ALL / General permissions’-screen will be displayed.



bach

I Leave customer adminisiration ¢

Create Permission Profile: Payment and collections ALL / General permissions I Help
Permission Profiles K
Master Data > Account Permissions >> Category F‘emissions>> Accounis >> User5>

General permissions 79 Eniries b %
Object P Action T Assigned ~ N
| Oa Accounts View |
| O Account to company assignments View |
| O Addressees (company-specific) View |
| O Addressees (general) View |
| (] Addressees (in payment entry) Create |
| | Alerting Use |
| O Alerting rule "Credit amount above defined threshold' Create |
| O Alerting rule *Debit amount above defined threshold' Create |
| (] Alerting rule "Paymenti received from defined addressee’ Creaie |
- ] Alerting rule "Payment rejected’ Creaie |
Select: All | Page | None 1234 . F Entries per page:

| Assign | | UInassign |

e All applicable General permissions can be consulted. A number of General permissions are already
assigned. In general no changes are needed (with exception of unticking the permission Payments Import
for Users who will not be allowed to import payment files) .

e Click on the ‘Next’ button and the ‘Create Permission Profile: Payment and collections
ALL / Account Permissions Pattern’-screen will be displayed.

cich | Leave customer agministration 3¢
Create Permission Profile: Payment and collections ALL / Account Permissions Pattern i Help

. [ Master Data ) General Permissions> Category Permissions 3 Accounts ) Users>—T

Cash management Payments

View balances i:_[ View paymenis
View statements O Create payments
View intraday reports O Modify payments
View fransactions Il Delete payments

BT BT T T




All Account permissions for Payments (view, create, modify and delete) will be applicable for all accounts
assigned to this Permission profile (due to the Permission Pattern-option in the mandatory Account
permissions-field in the ‘Permission Profile: Template - Payments and collections
ALL/ Master Data’-screen).

The Account permissions for Cash management can be added and Account permissions for Payments can
be omitted. All changes have to be saved and will be applicable for all accounts assigned to this Permission
profile.

Click on the ‘Next’ button and the ‘Create Permission Profile: Payment and collections
ALL / Category permissions’-screen will be displayed.

I Loave customer administrtion. 3¢

Create Permission Profile: Payment and collections ALL / Category permissions i e

*y Parmission Profiles . .
= Masior Data "} Ganeral Fermissions T Account Farmissions Ec,uhqnty Permissians ) Accounts ) Users " I

Category permissions 3 Entries D ®
LA Category ¥ Payments B Baiches P Addresses accounis i
O 3 Imara_Coenpany B4 Paymnants Bintcrwes. [ Addrassen sccounts
O & saary b Payments Bl Bmtches [ Asdressee accounts
[m] 3 Standad BA Paymaents B Bmtchwes [ asxesses sccounts

Select: AN | Pagg | Nona 1 Enfries pod page: | 15

L

Manual payments and file import are allowed for Intra_Company, Salary and Standard Payments. If for
instance manual payments are not allowed for Intra_Company, Salary and Standard Payments, you have to
uncheck the checkboxes and save the changes.

Click on the ‘Next’ button and the ‘Create Permission Profile: Payment and collections
ALL / Accounts’-screen will be displayed.

In this screen you have to assign the accounts to the new Permission profile. It means that you define for

which account(s) the Permissions belonging to this profile are applicable. You have to select and assign the
accounts.

l Libiivin Cusborniil dvinistation €
Create Permission Profile: Payment and collections ALL [ Accounts i e

= .
+ Pormussion Profees
| Mngter (ks 11 Canaral Peemissiane 1 Acooun! Pmispon 3 Catwgary Pemissions 11 Accaunts " umars )J
»: ! »- e e ’

Agcounts 100 Entnes

Viaw: | AR acoounts = Wiewmanagemant: o 4 D %7

L% Aeceosnt T Aczount numbes P Anugned = P
= ooa0ne 06300 €

] CEIIORNG e 1

(] ARSAET 085 anas k3

Select: AN | Paos | Moos 12214 L

Entrias p&f page! | 3

T T

/

BT BT BT R

The ‘Create Permission Profile: Payment and collections ALL / Accounts’-screen

will be displayed with the confirmation that the selected accounts have been assigned to the new
Permission profile.



] Laave customer saministration 3
Create Permission Profile: Payment and collections ALL [ Accounts I el

w* The ssiected accounts have beon assigned 1o the permission profile,

P Prefles )
) mmu| Masier Data ) Gemaral Permistions 1) Accourt Paimissions J) Calegory Permissions J) Accounts ) Users )—1

Accounts 100 Entries

View: | OFTEETE »| Viewmanagement: £ + B %

- Aecount P Account numibsr P Assigned - il
[m] @ 063308 DB330: v

[m] B 0633088 05330 W

[m] 185457730 3085 o

Select: AN | Page | Noos 123 4. r & Entries per page: | 3

AN

If you click the ‘Save’ button after assigning the accounts, the new Permission profile has been created
without being assigned to any User. You can assign any User at any time. The ‘Permission Profiles’-
screen will be displayed containing the new profile Payment and collections ALL.

I L cusiornes adminisiration X6

Permission Profiles H & i Hak

W The pemesdssion profile has been created.

Mastar Dst | Payment Categories | Companies | Accounls | Comvirsions | Permilalon Profiles | Useis | Modificalions Ovarview
Permission Profiles 2 Entvies -
-y Parmission profile - 7 Dascripon i

a B Payment and collections ALL

Salect: AN | Paok | Mobe

12 s m Entries per poge: | 1 |

e When the setup of a new Permission profile is complete, following actions are possible:

o  Finish: click the ‘Finish’ button to save the new Permission profile-data. This action leads you to
the ‘Modifications Overview’-screen where you have to Authorise the setup (see

Authorisation process in the ‘Modification Overview’-screen)

Save: the new Permission profile-creation will be saved incompletely. You can resume the

process later on by reopening this modification process, finishing the setup and authorise it in the

‘Modifications Overview’ screen (see Authorisation process in the ‘Modification
Overview’-screen).

e Cancel: the creation of the new Permission profile will be cancelled.

If you click the ‘Next’ button after assigning the accounts, the ‘Create Permission Profile:

Payment and collections ALL / Users’-screen will be displayed.
[ ]

In this screen you can assign the Users to the new Permission profile. It means that you define which

Users are allowed to receive the Permissions belonging to this profile. You have to select and assign
the Users.



| [ ———
Create Permission Profile: Payment and collections ALL / Users I Hsio
" Parission Frofies .
< " | M lar Dl "7s Caeantinl Frmmissions 3 Account Permssions 1) Calegory Pemissions 3 Aceounts b users
Users 19 Eniries
Viewe | Al uses =| View manogemen: 3 3 %
L~ Usar P User oD P Usar role P Assigned - g
=) =y neo Ursesinnd ®
=] tanrton DES wesetnna »
o Wi DEV [res— x
Select; 48 | Pags | Hooe 1234 » oo Entries por poge: | 3
T

e The‘Create Permission Profile: Payment and collections ALL / Users’-screen
will be displayed with the confirmation that the selected Users have been assigned to the Permission
profile.

| T r———

Create Parmizsion Profile: Paymaent and collections ALL [ Users i Hee

W Tho sebeciod sers hawe Doon assigmed 1o he permission prons.

—
1 Fanmession Profies

Waster Data 1) Genorl Pecmissions 1 Atcoun] Parmissions s Galegery Pemissionm "1 Accounts ) Linars

Users 11 Emteies

View: | AN use =| viewmanagement: % & =
- Usar B User 1D P T P Assigned - o
] B Boa B Usdefinad w

O @ massen DEs Lnssnna W

] ris e DEW Undsainad >

Seloct: AR | Pass | bona 1234 - Entrias por page: | 3

S f—

e Click the ‘Save’ button and the Permission profile assigned to the requested Users has been created.
The ‘Permission Profiles’-screen will be displayed containing the new profile Payment and
collections ALL. You can perform the actions Finish, Save or Cancel as described above.

1.2.3 Template for Reporting Permission Profile

You can create your own Permission profile for Reporting from scratch or use the template provided by CBC
Banque.

The template is provided to create a default Reporting permission profile with Permissions needed by a
customer to manage reporting related actions.

To find the template in CBC Reach, go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.
The screen with the available Permission profiles, including the Template - Reporting permissions is displayed.

If you want to use the template you should select it by ticking the checkbox before the row Template -
Reporting permissions and make a copy by clicking the ‘Copy’ button and give it a significant name (example:
Reporting ALL). In this way you keep the original template ready for copying it for future uses.

You can adapt the copy of the template according to your own specific needs if necessary.
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l Liavir customer admsistralion 2

Create Permission Profile /| Master Data i e
Fermission Profiles

. )a-m«ul Femisshons ) Account Purmissions 1) AGcounls 1) Users 5y

Settings

Permilssion profile’ iﬁcm AL |

Description

Add by default [ m}

Farmission profile usage

Garesral parmilssions =]
Acoount parmissions’ PRITsision pamim «|
Sign permissions’ He -|
Category permissions [m]

“ Mandatery Salds

[
o T BT T

e  Click on the ‘Next’ button and the ‘Create Permission Profile: Reporting ALL / General
permissions’-screen will be displayed.

| Lomva cistomer paministrmtion ¢
Create Permission Profile: Reporting ALL / General permissions i Helo
D s et o e e >
Gaeneral parmissions 79 Enties k-1
L) Objest P Action P Assigned - Ld
[ } B Account inkamation Downioad =
m ] B Acceusy Wi =
(] @ Accoun lo company assignmaents Wiaw =]
m} E Aerting Use =]
O ) Alting nals TN Bl NFashild fraachsd [=r =)
m ] (3 Aterting ruse “Accoun statemen! recaved Crate )
=] E Alerting ruie Iniraday report receved Create =]
] @ Balances Viaw =]
[} e aam-w Chireviibiad B
Seloct: A3 | Eaod | Mo 123 4 L / Entries par page: | 10
[ oo | [ o Qe |

e Allapplicable ‘General permissions’ can be consulted. A number of ‘General permissions’ are already
signed.

e Click on the ‘Next’ button and the ‘Create Permission Profile: Reporting ALL/Account
Permissions Pattern’-screen will be displayed.

| Learve customer admicistraion 3¢

Create Permission Profile: Reporting ALL / Account Permissions Pattarn i el

Facmigsion Profiles

Mastor Dtn 5) Genoral Formissions ) Account Fermissions. >—1

Cash management Payments
View Balances Viinw paymants
Virw sEslomments Crnate payemonts

View intraday reporis Modify paymenis

REBEA
oooo

View transactions Deiste paymants

Y ——
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All Account permissions for Cash Management (view balances, view statements,...) will be applicable for
all accounts assigned to this Permission profile (due to the Permission Pattern-option in the mandatory
Account permissions-field in the ‘Permission Profile: Template - Reporting ALL/

Master Data’- screen).

Account permissions for Cash management can be omitted and Account Permissions for Payments can be
added. All changes have to be saved and will be applicable for all accounts assigned to this Permission
profile.

Click on the ‘Next’ button and the ‘Create Permission Profile: Reporting ALL/Accounts’-
screen will be displayed.
In this screen you have to assign the accounts to the Permission profile. It means that you define for which

account(s) the Permissions belonging to this profile are applicable. You have to select and assign the
accounts.

| Lonve customer naministraticn 3¢

Create Permission Frofile: Reporting ALL | Accounts

| Hein
p Pammtaion PIMI“I) T —
“ e"{ Maslor Dt 1) Chonaral Parmssons. 5) Actaunt Permissions i) AGcounts 1 Users 5T
a—

Accounts 100 Editiles
Wiew: | AN BCCounts = Vviewmanagement: £ 2§ b

k- Accoumt P ACcount numbar P Assigned - P
=] 063308 a5A300 »

=] 083300 053300 x

[m] R8T Hes x
Saloct: AN | Baoa | Hons 123 4 L

Entries por page: | 3

7

I ) T | NS | =

The ‘Create Permission Profile: Reporting ALL / Accounts’-screen will be displayed with
the confirmation that the selected accounts have been assigned to the new Permission profile.

| Loave customer adeministration. 3¢

Create Permission Profile: Reporting ALL / Accounts

| Hal
w* The salected v swnignad 1o 1he Ppraibe,
m“‘LL’[M.,.. Dta 57 Doerveral Parmeamons 3 Aoiount Permismns ) Accounts 33 Users =]
g P S—

Accounts 100 Entres
View: | EREEID =| viewmanagement: £ £ b ¥
L= Account P Account number F Assigned - i
[ 83308 o
0O @ oaxsos XSO0 W
(m) TESSNTIN 0mLs x

Sotect: AN | Pace | Mono EMries par page! 3

VARN

T s T e ] e

If you click the ‘Save’ button after assigning the accounts, the new Permission profile has been created
without being assigned to any User. You can assign any User at any time. The ‘Permission Profiles’-
screen will be displayed containing the new profile Reporting ALL.
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It x
Permission Profiles H &+ i Heg

" The parmission profile has baen croated.
i | Waster Date | Payment Categories | Companies | Accounts | Convirsions | Permission Profiles | Users | Modificasans Ovarview
Permission Profiles 2 Enties k-1
to Pemission profile 7 Description
O @ repongau

Select: A | Paos | Hoow 12+ m Entries par paga: | i |

/

[ B |

e When the setup of a new Permission profile is complete, following actions are possible:

e  Finish: click the ‘Finish’ button to save the new Permission profile-data. This action leads you to
the ‘Modifications Overview’-screen where you have to Authorise the setup (see
Authorisation process in the ‘Modification Overview’-screen).

e Save: the new Permission profile-creation will be saved incompletely. You can resume the
process later on by reopening this modification process, finishing the setup and authorise it in the
‘Modifications Overview’ screen (see Authorisation process in the ‘Modification
Overview’-screen).

e Cancel: the creation of the new Permission profile will be cancelled.

If you click the ‘Next’ button after assigning the accounts, the ‘Create Permission Profile:

Payment and collections ALL/Users’-screen will be displayed.

e Inthis screen you can assign the Users to the new Permission profile. It means that you define which
Users are allowed to receive the Permissions belonging to this profile. You have to select and assign

the Users.
| Lowim customar sminmtation 3¢
Create Permission Profile: Reporting ALL !/ Users i o
" Pmarmanaion Protios § .
- . S Mamited Dte A o Al 3 e
Users 41 Bnkies
View: |Alusers -| View managersent: £ £ B %
o Usar LTI T see robe B Asssgnes = »
=] Boo uca Urssanad »
=] Haarian oES Wndslnad =
] Kt DEW L] £ 3
Select: AN | Paos | Hobs 1234 = & Eniises porf page: | 3

e The‘Create Permission Profile: Reporting ALL / Users’-screen will be displayed with
the confirmation that the selected Users have been assigned to the Permission profile.

13



| Lo customes agmnistrason 3
Create Permission Profile: Reporting ALL [ Users i Hain
' Tha selacted users have been assigned io the parmission profile,
") Parmission Frodies ) R
b : | Master Data Y Gemeal Pomissions 7} Account Fermissions. ) Acoounts ) Users
Users 11 Enlriaz
View: | IR «| Viewmanagement: {3 4 B ¥
- User P UseriD P s role P Assigeed - »
[m] H B BCG Uresafingd 4
[m} E Masdien DES Uerdaiined w
(] Krig DEW UssSafined x
Select- AN | Pagg | Hoos 1234 »m» Entries per page: | 3
L meme | . - ) o |

e Click the ‘Save’ button and the Permission profile assigned to the requested Users has been created.
The ‘Permission Profiles’-screen will be displayed containing the new profile Payment and
collections ALL. You can perform the actions Finish, Save or Cancel as described above.

1.2.4 Template for Counterparties Permissions Profile

You can create a Permission profile with Permissions to manage (create, update, delete,...) counterparties that
are not INTC-counterparties with the Template — Counterparties provided by CBC Banque. Contrary to

Payments and Reporting, this template does not need to be copied. It is ready for use and only has to be
assigned to User(s).

To find the template in CBC Reach, go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.
The screen with the available Permission profiles, including the Template - Counterparties is displayed.

Click on the row Template - Counterparties. The ‘Permission Profile: Template -
Counterparties/Master Data’- screen will be displayed.

] Lesvs customar sneation 3

Parmission Profile: Template - Counterparties / Master Data ' & Hen
Mastor Data | Gonersl Permissions | Catogory Pemissians | Lsers

Modificatson status oot adned

Settings

Parmission profile Tomplata - Counterparties

Description MARFEDD Cenanil i P T

Add by default ]

Fermission profile usage

Goneral pormissions =]
Accaunt parmissions Ma
Sigh penmisslons L
CElBEOrY Pnissians =]
PMareigate wEhin the st of peamision. profas H“o4 e

e The necessary General permissions and Category permissions are set as default. All applicable General
permissions and Category permissions can be consulted by clicking on their tab.

e  After clicking the User-tab the ‘Permission Profile: Template - Counterparties / Users’-
screen will be displayed.

e Inthis screen you can assign the Users to the Permission profile. It means that you define which Users are
allowed to receive the Permissions belonging to this profile. You have to select and assign the Users.
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T anw e samton X

Permission Profile: Template - Counterparties | Users H & i b
|

- { Msstor Dsto | Genaral Parmissions | Category Permiasions | Users |

Users 11 Enries

Ve | A UsbTE

o] Viewmsnogemest £33 B % ]
- Usar P useri0 T userrale P Assigned < w
E/m BCa Undafined »®
= Maarten DES Undefined x
' Kiis DEW Ungefined x
Seloct: A1 | Pagy | Nong w4 1234w

Entries per page: | 3 |
o

Manigate: within the list of permission profiles:
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e The‘Permission Profile: Template — Counterparties/Users’- screen will be displayed

with the confirmation that the selected Users have been assigned to the Permission profile.

| Leave customar adminstration 3
Permission Profile: Template - Counterparties / Users H & i s
W/ Thi selected users have besn assigned to ti permission profile.

Permission Profiles

Mastar Data | Ganeral Permésslons | Catagory Permissicns | Users
Users 11 Enies

View: | All usere =| 'View managemant: Q :_5_ H ¥

- Usar P usariD TP Usarrods TP Assigned ~ w
O & sce BCG Undafinad v

O @ maanen DESH Undefined v

0O 3 ks DEWI Undafinad v

Seiect: A1 | Pagn | Hong 1234 rm

Entrias per page: | B |

Navigaie within the list of permission profies;

Click the ‘Save’ button and the Permission profile assigned to the requested Users has been created. The
‘Permission Profiles’-screen will be displayed.

| veave customar saminestration 3¢

Permission Profiles B & i pe

- r.|asbor=.'la|.:||'='\'rmnt{:al.ﬂn:|es. Companies | Accounts | Conversions | Permission Profiles | Users | Modifications Overview

Permission Profiles 4 Envies

b %
-3 Permission profile - || Deseription P
[m] Templabe - Counterpariies Manage counberparies
O Termghibé - INTC Courtarparties Manage inlra-company countarpaties
[m] Templats - PEymants and oHBections Manage Paymants and cobsctions
O Templabé - Reporting pemissions General payment and reporting profile
select: A | Page | Hone L

Enfries per page: | 23

BT BT
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e When the setup of the Permission profile is complete, following actions are possible:

e  Finish: click the ‘Finish’ button to save the Permission profile-data. This action leads you to the
‘Modifications Overview’-screen where you have to Authorise the setup (see Authorisation
process in the ‘Modification Overview’-screen).

e Save: the Permission profile-creation will be saved incompletely. You can resume the process later on
by reopening this modification process, finishing the setup and authorise it in the ‘Modifications
Overview’screen (see Authorisation process in the ‘Modification Overview’-screen).

e Cancel: the creation of the Permission profile will be cancelled.

1.2.5 Template for INTC Counterparties Permissions Profile

You can create a Permission profile with Permissions to manage (create, update, delete,...) the INTC
counterparties with the Template — INTC Counterparties provided by CBC Banque. Contrary to Payments and
Reporting, this template does not need to be copied. It is ready for use and only has to be assigned to User(s).

To find the template in CBC Reach, go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.
The screen with the available Permission profiles, including the Template — INTC Counterparties is displayed.

Click on the row Template — INTC Counterparties. The ‘Permission Profile: Template — INTC
Counterparties/Master Data’- screen will be displayed.

| Loave ustomer agministration 3¢

Permission Profile: Template - INTC Counterparties / Master Data & i Helo
Pedenissian Profiles
Master Data | General Per Users
Modification status Mot ediled
Sattings
Permission profile Tametate - INTC Counterarties
Description Manage intra-company counierparties
Add vy detauit |

Fermission profile usage

Ganeral parmissions.

AECount permissions Ho
Sign permissions

Category parméssions

N avig:at willin (e =1 of permission profie: “ o4k

e The necessary General permissions and Category permissions are set as default. All applicable General
permissions and Category permissions can be consulted by clicking on their tab.

e After clicking the User-tab the ‘Permission Profile: Template — INTC Counterparties/
Users’-screen will be displayed.

e In this screen you can assign the Users to the Permission profile. It means that you define which Users are
allowed to receive the Permissions belonging to this profile. You have to select and assign the Users.
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| Loave custemer seminstration. %
Permission Profile: Template - INTC Counterparties / Users

B & i g
Permilssion Profiles
Mastar Data | Gemeral Permissions | Category Permissions | Users
Users i1 Enries
View: Al users = Viewmansgement: 3 + B %
- Usar B userip P user rol B Assigned < P
Z/ECG BCG Undafined o
(=] Maarten DESF Undefined x
=) Kris DEW Undefinad x
Select: A3 | Pagg | Hoos 1234 »m

Enfries per page: | 3

/

Manigatis wilhin the [ of permistion profles:

The ‘Permission Profile: Template — INTC Counterparties / Users’ screen will be
displayed with the confirmation that the selected Users have been assigned to the Permission profile.

Click the ‘Save’ button and the Permission profile assigned to the requested Users has been created. The
‘Permission Profiles’-screen will be displayed.

| Leave customer administration. 3¢
Permission Profile: Template - INTC Counterparties / Users B & i o

w# Thi solacied Users have baen assignad 1o the pedmilBsIcn rafile,
Petenilssban Profiles

Master Diata | General Permissions | Category Permissions | Users

Users 11 Enlries

| AN users

=| Viewmanagemant: & 1+ 9 ¥
User P UseriD T User robe P Assigned +
B BCG

BCO Undefinad W

@ Maaren DESH Undefinad W
B K Undefinad v

ful:lnqﬂrg

: @Al | Page | Hoos 1234 r m Entries per page: | 3

Navigate within the k=i of permission profiles: “ 4 L /

v o o |

e When the setup of the Permission profile is complete, following actions are possible:
e  Finish: click the ‘Finish’ button to save the Permission profile-data. This action leads you to the

‘Modifications Overview’-screen where you have to Authorise the setup (see Authorisation
process in the ‘Modification Overview’-screen) .

Save: the Permission profile-creation will be saved incompletely. You can resume the process later on
by reopening this modification process, finishing the setup and authorise it in the ‘Modifications
Overview’screen (see Authorisation process in the ‘Modification Overview’-screen).

Cancel: the creation of the Permission profile will be cancelled.

1.3 Sign Permissions Profile

To keep your Permissions and Permission profile(s) manageable we recommend you to set up your sign

permissions in separate Sign permissions profile(s) and not to include them in your Payment permission
profile(s).
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In this section we limit the examples to Sign permission profiles applicable to payment categories (Standard,
Intra_Company, Salary) and Sign permission profiles applicable to a selected group of accounts.

To set up a Sign Permission profile go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’
and click the ‘Create’ button. The ‘Create Permission Profile / Master Data’-screenis displayed.

Set up Sign Permission Profile applicable to payment categories (Standard, Intra_Company, Salary). For

instance a profile is needed for the signing of salary payments by only one User for an unlimited EUR-amount.
In this case you have to perform following actions on this screen:

Enter a significant name for your Sign permission profile in the Permission profile-field. We recommend
you to choose a hame that summarises the content of your profile (example Salary/Single
S/Unlimited/EUR).

The checkbox after General permissions should not be ticked.

Select the No-option for the mandatory Account permissions.

For the mandatory Sign permissions the No-option is not allowed.

The checkboxes after General sign permissions and Remitter Account-specific sign permissions should not
be ticked.

The checkbox after Category sign permissions has to be ticked.

The checkbox after Category permissions should not be ticked.

Remark: the Sign permission profile related to payment categories is applicable for all the accounts of the
customer.

Below you find the completed ‘Create Permission Profile / Master Data’-screen.

| Lowvn customer sominissmtion X

Create Permission Profile / Master Data i Hoo
2

Pearmission Profes 5 —————————
—nﬁ Mastor Data >) Sign Parmigsions 3 Users )J

Settings

Parmission profle’ Salany/Singls SUnEmBsELR
Description

gl by defaui ]

Permission profile usage

Gonaral parmissions m]
ACCOUN parmissions” Mo -
Sl parTiiaseas Individual permissions -
Ganaral slan permissions. m]

RIS 8CCount-SMHCc Sign
parmissions

o
Eategory sign permissions ]
m]

Category prmissions

= plandaiony fisids

Continue by clicking the ‘Next’ button. The ‘Create Permission Profile: Salary/Single
S/Unlimited/EUR / Sign Permissions’-screen is displayed.
| Lssve tustomar pamenistiason X

Create Permission Profile: Salary/Single S/Unlimited/EUR ! Sign Permissions it

) Paimission Frofiks
Master Dala S Sign Permissions \Eums )J
" i —

Category sign permissions [ Enlries

Views | Al calgony Sigh pafmisons ~| Viewmanagement: £ 2+ o ¥

& Catagory P signature cless P Lima P Curency il
Ho datn vallable

Select: A1 | Eaga | Hone Entrias pa page: | 15

/
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e Click the ‘Create sign permission’ button. The ‘Create Permission Profile: Salary/Single
S/Unlimited/EUR - Create Sign Permission’-screen will be displayed.

e Choose Salary as mandatory Category and Single (S) as mandatory Signature class.

e  Enter 999999999999 (12 times 9) in the mandatory Limit-field if the Sign permission amount is unlimited
and select EUR as preferred Currency in the mandatory field.

| Loave customer agministraten 3¢

Create Permission Profile: SalaryiSingle SiUnlimited/EUR — Create Sign Permission i oo
Typs Categony sign pemission

condition

Category’ Salary -
PEFmaL Maument CTedt iransled

Payment leved

BlEsin s typa

Business category SALA (SalaryPayment)

Sign permission

Signature class’ Single (5] -
Limit | Currency’ m EUR {Eurc) -

/

4 *Mandatory heigs

e By clicking the ‘Save’ button, the Sign permission will be created and the ‘Create Permission
Profile: Salary/Single S/Unlimited/EUR / Sign Permissions’- screen will be displayed.

l Laave customer adminisiration 3
Create Permission Profile: Salary/Single S/Unlimited/EUR / Sign Permissions i Heo

W The sign permission has been crested.

' Pesmssion Profins )
S e bt )ESInnParmlwuu }Eums)—r

Category sign permissions 1 Erdy
Wiew: | All calngory sign permigsions = Vigwmanagement: & £ B ¥
£ Catogory = P Signature class ¥ Limit P Cumency i

0O & Saley Single (3} 48,500,000,000.00 EUR

Select: A1 | Paga | Noog L

Cresie SN pemission

Enirias par page: | 15

e If you click the ‘Save’ button, the new Permission profile has been created without being assigned to any
User. You can assign any User at any time. The ‘Permission Profiles’-screen will be displayed
containing the new profile Salary/Single S/Unlimited/EUR.
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| Loave customar X

Permission Profiles B &« i bk

w Tha parmission profile has been created.

2| Master Data | Peyment Categories | Companies | Accounts | Conversions | Parmission Profiles | Users | Modifcations Ovarview
Permission Profiles 1 Eory %
o Parmizsion profile = (%] Dwseription P

O @ SalsyiSipe SUMMIBIEUR

Sedect: A | Padd | Hobh 1 Eniries per page: | 33

/

1 — 1 —

e When the setup of the new Permission profile is complete, following actions are possible:

e  Finish: click the ‘Finish’ button to save the Permission profile-data. This action leads you to
the ‘Modifications Overview’-screen where you have to Authorise the setup (see
Authorisation process in the ‘Modification Overview’-screen) .

e Save: the Permission profile-creation will be saved incompletely. You can resume the process
later on by reopening this modification process, finishing the setup and Authorise it in the
‘Modifications Overview’screen (see Authorisation process in the ‘Modification
Overview’-screen).

e Cancel: the creation of the Permission profile will be cancelled.

If you click the ‘Next’ button, the ‘Create Permission Profile: Salary/Single

S/Unlimited/EUR / Users’-screen will be displayed.

e Inthis screen you can assign the Users to the new Permission profile. It means that you define which
Users are allowed to receive the Permissions belonging to this profile. You have to select and assign

the Users.
| Losro custormar sdmisitration 3
Create Permission Profile: Salary/Single S/Unlimited/EUR f Users i Hslo
 Parmission Profias
e, —————aarvew Dm:_f) smn?n-mumm.jz Users
Users 11 Eniries
WView: | Allusars ~| Viewmanageent: 1+ B %
LY User B UseriD P User role P Assigned - a4
=] BOO Tost Tesm BCOTEAM Ungesned x
=] MBsrien Do Spigoesr DESPIEGELM Ungesned o
[m] Krts D Wl DEWELK Undesned »®
Setect: A0 | Baon | B 1234 r & Entrias par papa: | 3
o T T

e The'Create Permission Profile: Salary/Single S/Unlimited/EUR/Users’-screen
will be displayed with the confirmation that the selected Users have been assigned to the Permission
profile.
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Create Permission Profile: Salary/Single S/Unlimited/EUR / Users i Hein
W The salectid users havi ben ssaigned 1o the permission profil,
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) ._@\Sqn Peemissions 5 Users
Usars 11 Eniries
h'm--!ﬁm- Viewmanagement: £ 32 b %
{o Usar P User 1D P User role P Assigned - -]
[m] E BCG Test Team BCOTEAM Undefined v
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[m] Kiis De Wal DEWELK Undefined x
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e Click the ‘Save’ button and the Permission profile assigned to the requested Users has been created.
The ‘Permission Profiles’-screen will be displayed containing the new profile Payment and
collections ALL. You can perform the actions Finish, Save or Cancel as described above.

Set up Sign Permission Profile applicable to a selected group of accounts. For instance a profile is needed
for the signing of payments limited to 1.000.000 EUR by only one User for a selected group of accounts. In
this case you have to perform following actions on this screen:

e  Enter a significant name for your Sign permission profile in the Permission profile-field. We
recommend you to choose a name that summarises the content of your profile (example: Single
S/1M/EUR).

e  The checkbox after General permissions should not be ticked.

e Select the No-option for the mandatory Account permissions.

e Select the Permission Pattern-option for the mandatory Sign permissions. A tab ‘Accounts’ will be
added in the tab-overview on top of the screen.

e The checkboxes after General sign permissions, Remitter account-specific sign permissions and
Category sign permissions should not be ticked.

e The checkbox after Category permissions should not be ticked.

Below you find the completed ‘Create Permission Profile / Master Data’-screen.

I Lesve cusiomar adminksiration 3¢

Create Permission Profile f Master Data i Halp

e,
") Permission Proties

/! Magter Date ) Sign Pamsseons ) Aweunts 1) Uters 3T

Settings

Pormsssion profily’ Single SHMEUR
Description

Ak by delault O

Permission profile usage

General permissions (|
Account permissicns’ Mo -
Sign permissions’ Parmission patteen -
Ganersl sign permissions (m]

Reenitier account-specific sign m|

paimnisaions

Catagory sign pormissions O
O

Calogory permissions

" Manastary s
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Continue by clicking the ‘Next’ button. The ‘Create Permission Profile: Single

S/1M/EUR/Sign Permissions’-screen is displayed.

e  Click the ‘Create sign permission’ button within the Pattern for account sign permissions. The ‘Create
Permission Profile: Single S/1M/EUR - Create Sign Permission’-screen will be
displayed.

e Choose Single (S) as mandatory Signature class.

e Enter 1000000 in the mandatory Limit-field and select EUR as preferred Currency in the mandatory field.

bach I Leave customer adminisiraion ¢

Create Permission Profile: Single S/11M/EUR f Sign Permissions i Help

Permission Profiles j

Pattern for account sign permissions 0 Eniries

View: |F'reset - | Viewmanagement: £ &+ & ¥

Account Signature class T Limit ¥ Currency w

‘ Mo data available

Select: All | Page | Mone Entries per page:
Create sign penmission

Category sign permissions 0 Eniries

View: |AII category sign permissions v| View management: c g er 7{

ﬂb Category a ¥ Signature class % Limit ¥ Currency w

‘ Mo data available

Select: All | Page | None Entries per page:

Create sign pENMISSion
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I Liave oustorner administration 3

Create Permission Profile: Single SHM/EUR — Create Sign Permission i b

Type [Patierm for accound sign parmissions

Conditian
Paymant instrsment
Paymant level
Business type
Busifiess calagory

Account Al assigned acounts
Sign permission
Signalinie class’ Single (3) -

Limit | Currency” 100000000 EUR {Eure} -

* Mantalory fiskts

By clicking the ‘Save’ button, the Sign permission will be created and the ‘Create Permission
Profile: Single S/1M/EUR/Sign Permissions’screen will be displayed.

J CoavE CUBRAE! SETResann A, |

Create Permission Profile: Single S/11M/EUR / Sign Permissions i beo

' The sign permission has been created,
T e v -

Pattern for account sign permissions 1 Eniry

Vigw: | Presat +| viewmanagement: £ & h ¥

- Account Signature class = P Limit P Currency »
O B AN assigned accounts Single (5) 1,000,000.00 EUR

Select: ANl | Page | Hona 1 Entries per page: | 15
Create sign permissioe [ [
Category sign permissions 0 Entries

View: |All calegory sign parmissions = | View management: q ’\_—v’ B ?

- Category P Signature class P Limit P Currency P

Ho dats svallalie

Seiect: AN | Page | Mong

Cieate ssgn permession [ T

Continue by clicking the ‘Next’ button. The ‘Create Permission Profile: Single S/1M/EUR/
Accounts’-screen is displayed.
In this screen you have to assign the accounts to the new Permission profile. It means that you define for

which account(s) the Permissions belonging to this profile are applicable. You have to select and assign the
accounts.
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e The'Create Permission Profile: Single S/1M/EUR/Accounts’-screen will be displayed

with the confirmation that the selected accounts have been assigned to the new Permission profile.
fich

I Leawe cuslomer adminisiration 3
Create Permission Profile: Single SIMTMEUR  Accounts i Halo
v The selected accounts have been assigned to the permission profile.
R e ) Ve IS
Accounts 101 Entries
View: =] Vewmanagement: 3 & 49 ¥
- Acoount TP Account number T Assigned - b
O 053308 0AE308: ]
0O @ o 053308 W
] 165457 30Est x
Select: A | Page | bMoos 12234~ ¢ » Entries per page: | 3
BT T

If you click the ‘Save’ button after assigning the accounts, the new Permission profile has been created
without being assigned to any User. You can assign any User at any time. The ‘Permission Profiles’-
screen will be displayed containing the new profile Single S/1IM/EUR / Accounts.
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| Lesrrn cuviomer admisistration 3
Permission Profiles B av i pe

W The pesmission profike has beon crested.
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Permission Profiles 1 Eniry k-3
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When the setup of the new Permission profile is complete, following actions are possible:

e  Finish: click the ‘Finish’ button to save the Permission profile-data. This action leads you to the
‘Modifications Overview’-screen where you have to Authorise the setup (see

Authorisation process in the ‘Modification Overview’-screen).

Save: the Permission profile-creation will be saved incompletely. You can resume the process

later on by reopening this modification process, finishing the setup and Authorise it in the

‘Modifications Overview’ screen (see Authorisation process in the ‘Modification
Overview’-screen).

e Cancel: the creation of the Permission profile will be cancelled.

If you click the ‘Next’ button after assigning the accounts, the ‘Create Permission Profile:

Single S/1M/EUR/Users’-screen will be displayed.

In this screen you can assign the Users to the new Permission profile. It means that you define which

Users are allowed to receive the Permissions belonging to this profile. You have to select and assign
the Users.
E=R

I Loave cusiomer administratan 3
Create Permission Profile: Single SMTMEUR |/ Users L
= Parmizson Pofies 3 - . -
S—————"{Mhasior Dl 13 Siign Parmisskms 13 Accounts 1 Ussrs
Upare 11 Envis
Wiews | usors | wiew mamsgoment £ 2 B
L. Unar P User i} P User rols 1 Assigned ~ P
J Boa BCO Undefined k4
= b DES Lindetnad »x
[m ] Wi DEwW Undetned Ed
Setect: A3 | Paoe | boos 1234 - . Ertrios por page: | 3
=) =]
[ rrvicws | | sere W Cenca |

The ‘Create Permission Profile: Single S/1M/EUR/Users’-screen will be displayed
with the confirmation that the selected Users have been assigned to the Permission profile.
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I ] Luave cusinmer adminstaton 3

Create Permission Profile: Single SMAMWEUR / Users i o

W The selected usess have been assigned te the permissicn profile,
¥ Permission Profies s

| Master Data 1) Sign Permissions 1) Accounts i Usars
i : e |

Usars 1 Eniries

veew: | IERE =| Viewmansgemen: & 2 b W

£- User P Userip S Usar role P Assigned = =
O @ aca B0 Urcafead w

O @ ssaren DEZ undatiad v

[m] ¥ DEW Undafrad x

Select: A | Ppop | Hoos 12 34 +» Emiries pa page: 3

c

o Click the ‘Save’ button and the Permission profile assigned to the requested Users has been created.
The ‘Permission Profiles’-screen will be displayed containing the new profile Single S/1M/EUR.
You can perform the actions Finish, Save or Cancel as described above.

Update of Permission Profiles

Go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.

Click on the table row of the respective Permission profile and the ‘Permission Profile/Master
Data’-screen is displayed. You can access the different tabs.

Update the information where needed and continue the process by clicking the ‘Save’ button.

When the update of the Permission profile is complete, you can Finish, Save or Cancel this update.

Deletion of Permission Profiles

Go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.

Click on the table row of the respective Permission profile and the ‘Permission Profile/Master Data’-screen
is displayed.

Click the ‘Delete’ button to delete the Permission profile.

You can Finish, Save or Cancel the deletion of the Permission profile.
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2 Corporate User Management

2.1 General information

CBC Reach allows you to set up the Users conform your corporate structure. This means that CBC Reach Users
can have the same entitlements and signing powers as they have within your organisation.

The various ‘types’ of Users that can be distinguished are:

e Super user being a duly identified and authorised private person, who uses the services of CBC Reach in
whole or in part in the name and for the account of the Customer. A Super user is responsible for setting
up the Users and assign their ‘Permissions’. A Super user can act as a User.

e User being a private person duly identified by the Super user or a Department in your company,
authorised by the Super user to make full or partial use of the services of CBC Reach on behalf of the
Customer.

A User has to be assigned to a Permission profile to have certain Permissions to perform certain actions.
2.2 Creation of Users

e Go to ‘Administration’/’ Configure Customer Objects’/’Users’.

== | Loave customer aaminisyaton X

Users B & i b
Masier Data | Payment Cadegories | Compenles | Accounts | Converslons | Permission Profiles | Users

Users 1Entry

View: | AN users «| wiewmanagement: £ 4+ B %

- User o [ wser o T Status ]
a Hexstang HOSTENS Activg

Select: A | Page | Mooe 1 Entries per page: | 50
[ ot~

/

Cancel

e Click on the ‘Create’ button. This action leads you to the ‘Create User / Master Data’-screen.
e This screen allows you to enter basic details about the User.
e The User can be either a Private person or a Company department.

e The User is a Private person

e  Status: you can activate or deactivate a User using the ‘Active’ or the ‘Deactivated'radio buttons.
Remark: a deactivated user cannot log in to the system.

e User ID: enter the first and last name of the User as follows:

e Use capital letters.

e  Enter the last name immediately (without space) followed by the first letter of the first name
(example: Anna Dimara becomes DIMARAA). The number of characters is limited 30. If the
name is too long, cut off the last name so that the 30th (= the last) character is the first letter
of the first name.

e User: enter the first and last name of the User as follows:
e Enter first name followed by one space followed by last name.
e Enter the first name as follows: first letter as capital letter followed by small letters.
e Enter the last name in capital letters.
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e Example: Anna DIMARA.
e Company: select the company to be linked to the User.

e  Security medium information: select the option Smart card + Card reader or Mobile sign.

o E-mail address: enter the private e-mail address of your User.

e Country/Address/Postcode/Town: replace the default info by the private User data.

Example: set up of ‘Create User /Master Data’-screen (User being a Private person)

| = | Love customer administrason 3¢

Create User / Master Data i Heln

) User E
L Master Data ) Permission Profiles J) Permission Overview \—]

Status ) Active O Deactivated
User information Contact data
User 10" DIMARAA Phone
User’ Anna DIMARA Moblle phone
Date of birth & Fax
Company” BCG Testconiract BU » | E-mail address’ A dimarag@gmad com
Security medium information’ Smart card + Card reader = | Country’ Belgium (BE) -
Addross’ BCG
Havenlaan 2
Post code’ | Town' 1080 Brussel

é " Mandatory fieids

Clicking the ‘Save’ button leads you to the ‘Us er’-screen where the new created User has been
added.

Geh I Leave customer administration 3¢
Users B &v i Hew

W/ The user has been created.

-= [ Master Data | Payment Categories | C ies | Accounts | c i fon Profiles | Users | Modinications Overview |

Users 1 Eniry

View: [All users ~| viewmanagement: 3 2+ © %

-8 User « 57 user D W Status P

I [m] Anna DIMARA DIMARAA Active ‘
‘ ‘

Select: All | Page | None 1 Entries per page:

When the setup of a new User is complete, following actions are possible:

e  Finish: click the ‘Finish’ button to save the User-data. This action leads you to the
‘Modifications Overview’-screen where you have to Authorise the setup (see
Authorisation process in the ‘Modification Overview’-screen) .

e Save: the User-creation will be saved incompletely. You can resume the process later on by
reopening this modification process, finishing the setup and Authorise it in the
‘Modifications Overview’screen (see Authorisation process in the ‘Modification
Overview’-screen).

e Cancel: the creation of the User will be cancelled.

29



2.3

2.5

e The User is a Company Department.

e  Status: you can activate or deactivate a User using the ‘Active’ or the ‘Deactivated’ radio buttons.
Remark: a deactivated User cannot log in to the system.

e User ID: enter the department name — use capital letters.

e User: always enter DEPARTMENT CARD followed by the department name entered in the User ID
— use capital letters.

e Company: select the company to be linked to the User.

e Security medium information: you have to select the option Smart card + Card reader. The use of
mobile apps is not allowed in combination with a Department Card.

o E-mail address: enter the private e-mail address of your User.

e Country /Address /Postcode / Town: replace the default info by the private User data.

Example: setup of ‘Create User /Master Data’-screen (User being a Company department)

uCh I Leave customer administration x
Create User / Master Data I helo
_ ——| Master Data >Ferm\ssion Pruﬂles>> Permission C!\.rewiew)j~
Status @ Active (O Deactivated

User infermation Contact data

User ID° |accounTancy | Phone | |

User' ‘ DEPARTMENT CARD ACCOUNTANCY ‘ Mobile phone | ‘

Date of birth ddrmmsyy ‘ @ Fax | ‘

Company’ ‘Bcs Testcontract BU - ‘ E.mail address” |I.neefs@gmail.com ‘

Security medium information® ‘ Smart card + Card reader - ‘ Country’ |Bg|g\um (EE) - ‘

Address’ [ses |

|Havenlaan 2 ‘

Post code” / Town |1uso ‘ ‘ Brugsel ‘

*Mandatory fields

The next steps are the same as for the User being a Private person
Update of Users

Go to ‘Administration’/’ Configure Customer Objects’/’Users’.

Click on the table row of the respective User to access the details of a User in the ‘User/Master
Data’-screen.

Update the information (for example changing Security medium information from Smart card + Card
reader to Mobile sign) and continue the process by clicking the ‘Save’ button.

When the update of the User is complete, you can Finish, Save or Cancel this update. The consequences of
these actions are the same as for the setup of a new User.

Deletion of Users

Go to ‘Administration’/’ Configure Customer Objects’/’Users’.

Select the User you want to delete by ticking the checkbox before the name of the User.

Click the ‘More actions - Delete’ button to delete the User.

You can Finish, Save or Cancel the deletion of the User. The consequences of these actions are the same as
for the setup of a new User.

Copying Users

When creating a new User you can re-use a lot of data of an existing User by copying that User.
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e Go to ‘Administration’/’ Configure Customer Objects’/’Users’.

e Select the User you want to copy by ticking the checkbox before the name of the User.

e Click the ‘Copy’ button and complete the data for the new User and continue the process by clicking the
‘Save’ button.

e You can Finish, Save or Cancel the copying of the User. The consequences of these actions are the same as
for the setup of a new User.

2.6 Overview Permission profiles and Permissions

If you want to view the Permission profiles and/or the Permissions of a User:

e Go to ‘Administration’/’ Configure Customer Objects’/’Users’

e  Click on the User’s name.

e  Click on the Permission profiles-tab and all assigned profiles will be displayed.
e  Click on the Permissions-tab and all assigned permissions will be displayed.
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3 Assigning/Unassigning Permission Profile(s) to User(s) and vice
versa
3.1 Assigning/Unassigning Permission Profile(s) to User(s)

You can assign or unassign Permission Profile(s) to User(s) at any time.

e  Go to ‘Administration’/’ Configure Customer Objects’/’Users’

e  Click on the User’s name.

e  Click on the Permission profiles-tab and assign or unassign the required Permission profile(s).

3.2 Assigning/Unassigning User(s) to Permission Profile(s)

You can assign or unassign User(s) to Permission Profile(s) at any time.

e Go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’
e  Click on the Permission profile’s name.

e Click on the User-tab and assign or unassign the required User(s)

32



4 User(s)/Permission Profile(s) combinations — practical
examples

4.1 Overview of examples

Example 1. Set up of 1 user allowed to create payments and collections with unlimited Sign permissions on
all accounts and allowed to view reporting of all accounts.

Example 2. Set up of 2 users. User 1 is allowed to create payments and collections, to view reporting and to
sign payments limited to account A,B, C. User 2 is allowed to create payments and collections, to view
reporting and to sign payments limited to account D,E, F.

Example 3. Set up of 2 users. User 1 is allowed to create payments and collections and allowed to view
reporting of all accounts. User 2 is only allowed to sign payments with unlimited sign permissions on all
accounts.

Example 4. Set up of 3 users. User 1 is allowed to create payments and collections and allowed to view
reporting of all accounts. Users 2 and 3 are only allowed to sign payments with unlimited sign permissions
on all accounts. Users 2 and 3 have to sign together.

Example 5. Set up of 3 users. User 1 is allowed to create payments and collections and allowed to view
reporting of all accounts. User 2 is allowed to create payments and collections (with exception of salary
payments) and allowed to view reporting of all accounts. User 1 and 2 have no sign permissions User 3 is
allowed to view reporting of all accounts and has unlimited sign permissions.

4.2 Example 1. Set up of 1 user allowed to create payments and collections with unlimited Sign
permissions on all accounts and allowed to view reporting of all accounts.

4.2.1 User set up
See Creation of Users

4.2.2 Set up Payments and collections permissions profile and link to the user
e Go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.
e Tick the checkbox before the row Template - Payments and collections.

e Make a copy by clicking the ‘Copy’ button. In this way you keep the original template ready for copying it
for future uses.

| Lom x
Permission Profiles 8 A i e
Master Dala | Payment Calegories | Companies | Accounts | Conversions | Permission Profiles. | Users
Permission Profiles 4 Entries -
- Permission profile = 7 Description bl
[} Templabe - Counter parties Manage countoparties
[m] Tamplabs - INTC Cousbedparies Manage nta-compaTy counberparties
Tempiate - Payments and collections anage Fayments and collechons
[m} Tempiabe - Reporting parmissions Genaral paryrend and nporting profle
Seioct A1 | Bag | Hoog 1 [Entries por page: | 20

e Give it a significant Permission profile name (example: Payment and collections ALL).
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R e L T L e L D

Settings

Permission peolile’ Paymant and collections ALL
Description

Add ey Silaull [m]
Fearmission profile usage

Ganoral parmissions =]

Account

pattor
Sagn permissions”

Category permissions B

L

4 * Mandatory Saids

T T T

] Loave caiemae pomisesranon 3
Create Permission Profile / Master Data i b

Click several times the ‘Next’ button until you reach the ‘Create Permission Prof
and collections ALL/Accounts’-screen.

| Lomve customar administration 3¢

Create Permission Profile: Payment and collections ALL | Accounts

i Hasio

. =———""[Mastar Dot 3) Ganeral ") Acoount T Catngony D—]

Accounts 100 Eniries

Wiew: ANl Becounts = Viewmansgemsnl: £ £ O ¥

- Aceount TP Aecount nEmber P Assigned = o

=] 0633084 0633084 »

=] 0833008 533008 b

=] \ws-am- 30652 »®

Soloct] &) | Face | Moo 1234 . » w

[Entrias por page: | 3

[ oo

\
/

T T T T

ile: Payment

%*Click first ‘Select: All' and click then the ‘Assign’ button. All accounts are selected and assigned to the
Payments and collections ALL -Permission profile.

Click the ‘Next’ button and the ‘Create Permission Profile: Payment and co
ALL/Users’-screen will be displayed.

| Vi camsomar sastaton 2
Create Permission Profile: Payment and collections ALL / Users i o
D Parmbeshon Prodses )

i m[mmm)w 5 hccount ) Calagory 5 Accounts 5”1.(‘

Users 1 Enlry

Wiew: |Alusers ~| Viewmanagement: f + 8 ¥

LY Usar T User ID T Used role B Assigned = »

[~ Mostens HOSTENS] Undefned x

Sebpct: ANl | Eage | Hond 1 Entries per page: | &5

34

llections



Tick the checkbox before the User to be selected and click then the ‘Assign’ button. The User will be
selected and assigned to the Payments and collections ALL - Permission profile.

Click the ‘Save’ button and the ‘Permission Profiles’-screen will be displayed with the mention ‘The
permission profile has been created’.

I Leawe customer administration 3¢
Parmission Profiles

B & i b

W Tha paemiission profile has bean created,

= | Master Data | Payment Categories | Companies | Astounts | Comversions | Permission Profiles | Users | Modifications Onervew

Parmission Profiles 4 Enlries -
Parmission profila - 7 Description P
Temygiate - Counlarpanies Manage countarpartien

Tempiate - INTC Counlerparies Manage ntra-company counterparties

Teenpiate - Paymants and colisctions Mangge Payments and collactions

orm OO0 &

Teemgiaha - Reporting permissions Ganaral paymnt and reporting profis

Select: &) | Page | Mone

BT T T

Entries por page: | 200

/

T T T

e  Click the ‘Finish’ button to save the Permission profile-data. This action leads you to the
‘Modifications Overview’-screen where you have to Authorise the setup (see Authorisation
process in the ‘Modification Overview’-screen).

4.2.3  Set up Reporting permissions profile and link to the user

e Go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.

e Tick the checkbox before the row Template — Reporting permissions.

°

Make a copy by clicking the ‘Copy’ button. In this way you keep the original template ready for copying it
for future uses.

| Loave customes naminissrmtion 3¢
Permission Profiles

B &« i b
*= | Master Dats | Payment Categories | Compandes | Accounts | Converskons | Parmilssion Profllas | Usars
Permission Frofiles 4 Eniries
Pormission profile « 7 Descripton
Templala - Countarparses Hanige (eunipfpation
Mandgh NVB-Company Coumtbpanies

b

a

m Tomplala - INTC Countpartis

] Templaie - Payments and colactions:

Manage Payments and collactions

Template - Reponing pemissions Ganuersl paymseed and reporting profie

Seloct: AN | Foog | Noog

T BT T

Entries par page: | 20

e Give it a significant name (example: Reporting ALL).
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T G samiatin %

Create Permission Profile / Master Data i taip
N

- !|mnmnm ] o Accont b T Usars )

settings

Permission profile” mﬂ ALL

Description

Add by default m}

Parmission profils usage

Genarsl permissions =)
Account permissioas’ Parmasse panem -
SEGI P TSRS lHn -l
Category penmissions O

e  Click several times the ‘Next’-button until you reach the ‘Create Permission Profile /
Accounts’-screen.
oo ot sarnation %]

Create Permission Profile: Reporting ALL / Accounts. i Haip

DI s o P ) pITO]

Accounts 100 Entries.

View: [N accounts «| Viewmanagement:: 3 4 b %

L-% Account P Account number P Assigned = P

B DEIM00- D430 x

B [ O30 4

B THELETA0E 30455 x

Select; All | Eage | Hooo 4 1134.. & 0 Entries per page: | 3
-

e L~ 1~ L ]

e Click first ‘Select: All' and click then the ‘Assign’ button. All accounts are selected and assigned to the
Reporting ALL’ — Permission profile.

e (Click the ‘Next’ button and the ‘Create Permission Profile / Users’-screen will be displayed.
) yrerprepem—————y=)

Create Permission Proflle: Reporting ALL / Users i ek
- ) = { master Data "3 "3 Acoount ) Accounts §um
Users 1Emry
Viow: | Allusers = Viwmansgement: {3 & B %
ﬂ,/u-« 7 UseriD @ Userrole B Assigned = ®
@ Heatans HOSTENS Undaieed x
Select] AN | Pang | Nons 1

Endries per page: 25

m

L

[ el - §
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e Tick the checkbox before the User to be selected and click then the ‘Assign’ button. The User will be
selected and assigned to the Reporting ALL- Permission profile.

e Click the ‘Save’ button and the ‘Permission Profiles’-screen will be displayed with the mention ‘The
permission profile has been created’.

| Leave customes adminisiratin 3¢

Permission Profiles H &~ | v

w# Tha permission profile has been crested.

Mawir Data | Payment Cobegesies | Companies | Accounts | Comversions | Permission Profiles | Users | Modifications Cverview
Permission Profiles 2 Enties -
£ Parmsission profile - ' Deseription P

o [{ Feporting ALL

Sedeciz All | Page | Hong 12 » Emnnsp-npaqo:_p;

/

e Click the ‘Finish’ button to save the Permission profile-data. This action leads you to the
‘Modifications Overview’-screen where you have to Authorise the setup (see Authorisation
process in the ‘Modification Overview’-screen).

4.2.4  Set up sign permissions profile and link to the user
e Go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.

I Lo cuslomal simassintion
Permission Profiles B &% i Hao

Master Dala | Payment Categores | Companies. | Accounts | Conversions | Permiasion Profiles | Users

Permission Profiles 5 Enties k-
- Parmilssion profile %" Description = P
O Paymant o collsctions ALL
(m} Reporiing ALL

Solect: A1 | Eage | Hone 123 » = Entriss par page: | 2

>

e The Sign permission profile is applicable to a selected group of accounts (in this example being all the
accounts of the customer).

e Click the ‘Create’ button. The ‘Create Permission Profile / Master Data’-screen is displayed.

e Enter a significant name for your Sign permission profile in the Permission profile-field. We recommend
you to choose a name that summarises the content of your profile (example Single S/Unlimited/EUR/AII
accounts).

e  The checkbox after General permissions should not be ticked.

e Select the No-option for the mandatory Account permissions.

e The Permission Pattern-option for the mandatory Sign permissions should be selected.

e The checkboxes after General sign permissions, Remitter Account-specific sign permissions and Category
sign permissions should not be ticked.
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e The checkbox after Category permissions should not be ticked.

] Loave customes nominstrason 3¢

Create Permission Profile / Master Data i Helg
) Preesion Presis

R e D L T

Sentings

Parmission profile” gl SUNETGEURMAR Socounts

Duscription

Al by datault o

Fermission profibe usage

Genarnl perminsions [
AcEount permlasiena’ o -
Sign pammlEsions” Pacmission pallim -
Genaral sign permissions O

Ramilter scount.apeeilic algn [m
permissions

Categeny sign permassions o

Category pormissions O
/ - Manascey fids

[ e B e

e Continue by clicking the ‘Next’ button. The ‘Create Permission Profile: Single
S/Unlimited/EUR/AIl accounts / Sign Permissions’-screen is displayed.

| Loave customer administrason 3¢

Create Permission Profile: Single S/Unlimited/EURIAI accounts / Sign Permissions i uon

Permission Profiles _r
. Mastor Daa ) Sign Pormissions " Aecoues ) Usars

Pattern for account sign permissions 0 Enries

Viaw: |Proset | Viewmanagement: £ + B %
L Accaunt Signatare closs = W Limé B Currency P

Mo data avatable

Select: A8 | Page | Wooe Entrias par page: | 15

Category sign permissions 0 Endvies

Vhinw: | AR cRIBQOy B0 pRTiEI0ns = Vewmanogement: i 2+ B ¥

ﬂh Catpgary - TP SEgnatuTE clELE WP L W Cumency i
Mo dEth Fvalabie

Soloct: A8 | Pagy | Hone Entries per page: | 15

Enal sign poiminsion Lol

BT BT T T

e  Click the ‘Create sign permission’ button within the Pattern for account sign permissions. The ‘Create
Permission Profile: Single S/Unlimited/EUR/AIl accounts - Create Sign
Permission’-screen will be displayed.

e Choose Single (S) as mandatory Signature class as the User is allowed to sign alone.

e  Enter 999999999999 (12 times 9) in the mandatory Limit-field as the Sign permission amount is unlimited
and select EUR as preferred Currency in the mandatory field.
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| Loave customar saminisston %
Create Permission Profile: Single S/Unlimited/EURIAII accounts — Create Sign Permission
Trpe

i bsio
Patinre for acooued sign parmissions
Condition

Paymaent instrumsant

Payment level

Business type

Busiress category

Account ANl assigned scoounts

Sign permizsion
Signaturs class’ Singla {3)

Limit | Currency’ SEEEPREROUES | | EUR (Ewo)

5 *idandalony ek

By clicking the ‘Save’ button, the Sign permission will be created and ‘Create Permission Profile:
Single S/Unlimited/EUR/AIl accounts/Sign Permissions’-screen will be displayed.

| Leawe customar aamistration 3¢
Create Permission Profile: Single S/Unlimited/EUR/AIl accounts | Sign Permissions i Helo

w# The sign permission has been created.

Farmission Profiles
_ = {Pr0ae 3 s Permeeone e e -1

Pattern for aceount sign permissions 1 Entry

Viow: | Frosel ~| View management: £

13

-

o AcEounl SigRatune class - 0 Limit W Currency
[m] B Al assigned sccounts Single (5) G9E,9690,000.609.00 EUR
Select: A) | Pags | Hops Entries per page: 15

| s

Category sign permissions 0 Endvies

View: | AN category son pemissions ~| viewmanogement: £ B &

ﬁ Cabegory = P Signaiune class

Continue by clicking the ‘Next’ button. The ‘Create Permission Profile: Single
S/Unlimited/EUR/AIl accounts/ Accounts’-screen is displayed.

| Lemve customer agminstranon »

Create Permission Profile: Single S/Unlimited/EUR/AIl accounts f Accounts

i Hoo

I e e e ]

Accounts 100 Eevies

Wiew: | All accounts - Viewmamagsment: £ £+ B ¥

- Account T Account number T Assigned - -
=] 063308 D63308 o

(=] 0633093 063306 o

=] 165487, 30852 k

Seloct] A | Paza | Huon

T T

m%m
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e  Click first ‘Select: All' and click then the ‘Assign’ button. All accounts are selected and assigned to the
Single S/Unlimited/EUR/AIIl accounts/Accounts-Permission profile.
e Click the ‘Next’ button and the ‘Create Permission Profile / Users’-screen will be displayed.

L ——
Create Permission Profile: Single S/Unlimited/EUR/AI accounts | Users i Haln

rieon Prvdies
i !' haestor u:n) Sign Pumus.alm:)) Aznauru.

Users 1 Eniry

View: |Alusers = Viewmanagement: £ * B ¥

-9 Umer 7 UseriD T User role T Assigned - -
=] Haosters HOSTENS Undafined »

Sebect: A0 | Pags | Mans 1

Entries per page: | 25

,
/

e Tick the checkbox before the User to be selected and click then the ‘Assign’ button. The User will be
selected and assigned to the ‘Single S/Unlimited/EUR/AIl accounts-Permission profile.

e Click the ‘Save’ button and the ‘Permission Profiles’-screen will be displayed with the mention ‘The
permission profile has been created’.

L ——
Permission Profiles B &« 0 pap

w* Tha permission profiie has been cregled.

= Master IJ.II.3|IJuy|||eﬂlCalu5urlus Companies | Accounts | Conversions | Permission Profiles | isers | Modifications Overview

Permission Profiles  § Entras -3
- Pormisskon profile 7 Description . g
[m] Payement and coleciions ALL
[m] Reporting ALL

[0 & SegeUnknedEURAT accounts

Select: A | Page | Mooy 12 »

Entries par page: | 3

e  Click the ‘Finish’ button to save the Permission profile-data. This action leads you to the

‘Modifications Overview’-screen where you have to Authorise the setup (see Authorisation
process in the ‘Modification Overview’-screen).

4.3 Example 2. Set up of 2 users. User 1 is allowed to create payments and collections, to view reporting
and to sign payments limited to account A,B, C. User 2 is allowed to create payments and
collections, to view reporting and to sign payments limited to account D,E, F.

4.3.1 Setup of 2 users
See Creation of Users

4.3.2 Set up Payments and collections permissions profile linked to account A,B,C and linked to the user 1
e Go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.
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e Tick the checkbox before the row Template - Payments and collections.

e Make a copy by clicking the ‘Copy’ button. In this way you keep the original template ready for copying it
for future uses.
I Lk CUSIOMaT SOMminstrasen ¢
Permission Profiles B & 0 opee
« | mastsr Dats | Paymant Catagonies. | Companies | Accounts | Conversions | Permissian Profies | usars
Parmission Profiles  J Enles k-4
[N Permissian profte - 7 Desenipson -
(] Tamginie - Gounterpares isrIagn Countaiparties
5/1 ampinte - INTC Counterpanses T ———
a Tamgdale - Piprenita ded collecbond Mariage Pinments &fd colecBond
D Tomplnls - ROporing pafmisdions Daneal pinTrecl Ehd fepSrling profile
Select: AN | Paae | Mone 1 Entrias por page: | 20
T T
 ce |
[ ]

Give it a significant Permission profile name (example: Payment and collections Limited) and enter more
information in the Description-field to identify the profile.

I Ladve éuslomaer administiation 3¢
Create Permission Profile / Master Data i Heip
) eoiies )
) Wastor Data 5 General Pemissions 15 Accoumt Fermissions 5) Gategory Permissions 13 Accourts 33 Users =1
Settings
Parninnlon peotile’ Paryment and collections Limited
Duncription [Mama acct mname scc Boamasce ] | |
Aud by defauil (=]
Farmission profile usage
Ganoral parmissions =]
Account ' patiom -
$ign permisalona” ho -
Category permisaicnn 2
/ “ Mandalory ekt

e Click several times the ‘Next’ button until you reach the ‘Create Permission Profile: Payment
and collections Limited/Accounts’-screen

| Lawve costomar acmanistration. 3
Create Permission Profile: Payment and collections Limited / Accounts i g

- @' Mastur Data 3 ommwws)}m:wwm:)}@mwmmj

Accounts 6 Envies

View: | Al accounts = | Wiew management: q i g -4

- Account = ' Agsount number P Assigned ®
BA BE15T3401 4

m] BE1419602 x

O BE1143775 x

] BEDSTI40N ®

B/ BEG4TII0G »x

=] / BEO3 19602 x

Sedect: AN | Eaon | Hons 1

Entries per page: | 12

}“m
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e Select account A, B and C and click then the ‘Assign’ button. The selected accounts are assigned to the
Payments and collections Limited -Permission profile.
| Lo customar admintsirstion 3¢
Create Permission Profile: Pnyment and cellections Limited / Accounts i Hao
W The selecied sccounts hawe been assignad to the permission profile,
. @{anm >O-nelu| Pmmm))mﬂpmx)) Catugory Mmm); Accounts Jéu“r: )—T
Accounts 6 Entries
View [EEEEDE -] Vewmaneqement &3 2 B %
-9 Account = 7 Account numbes ¥ Assigned w
D B ee15734010 W
[m] BE4196028 o
m] BE11437750 x
| BEDSTI40MT b4
D B BEe04T33037 w
] [ BE03196028: W
Select: A | Paoce | Mong 1 Enirios por page: | 12
| provious | | swe ] cnca |
°

Click the ‘Next’ button and the ‘Create Permission Profile: Payment and collections
Limited/Users’-screen will be displayed.

] Loave customer administration 3¢
Create Permission Profile: Payment and collections Limited / Users i e

Permission Profiles
_ Master Data )DHHII'I Pormissons -j.ﬁmwlrussu'»ﬂ:) Catogory Permissions )ME[

Users 11 Entrios

Wiew: |l users

v| viewmanagement: £ & B ¥
k- User = T UseriD W User rolw

B Assigned P
a BCO BCa undafined »
a Elgcir EQU Undafined x
[m} Hostens HOSTENS Undafined *
(] Hris DEW Undafined x
/ Kristel VAN Undafined »
[m} Maanes DESP Undefined »

Select: A8 | Page | Hooe

e e
Fd

12 = Entries par page: | 8

Tick the checkbox before the User 1 to be selected and click then the ‘Assign’ button. User 1 will be
selected and assigned to the Payments and collections Limited - Permission profile.
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| Leave customer administration 3¢
Create Permission Profile: Payment and collections Limited / Users i e
w The selochid users have been assigned (o the pormission profile,
) @{m‘mnm )Mni ) hooound ))cmmy ».«:m)uﬂ
Users 11 Entrias
view: | IR -| viewmansgemen: £ £ 4 %
& T B User D B User role T Assigned i
O BCE ECG Undefined o
[m] Elect EOL Undafined x
[m] L HOSTENS Undafingd x
o Kiis DEWI Undafined b 4
O @ knstsl WA Undafined W
m] Pigsriar DES Ungafingd o
Sebect: All | Page | Noos 12 » » Entries per page: | 6

e Click the ‘Save’ button and the ‘Permission Profiles’-screen will be displayed with the mention ‘The
permission profile has been created’.

] Leave customar paministration 3¢
Permission Profiles B8 &~ i Hep

W' Tha permission profile has been created.

== | Masier Data | Payment Caiegories | Companies | Accounts | Converslons | Perminsion Profiles | Users | Modifications Ovenview

Permission Profiles 3 Enites k- B
- Purmission profile = [ | Description »
O Tompiats - Payments and colleclions Manage Payments and coloctions
O Paymants and collections - All BCcounts created as copy of Templale PAC
O B Paymant and collacons Limied Nasng eet A naena Ace B, nama Bec C
Select: &) | Pagg | Heow 1 Entries par page: | 23

e

/

1 — I —

e  Click the ‘Finish’ button to save the Permission profile-data. This action leads you to the
‘Modifications Overview’-screen where you have to Authorise the setup (see Authorisation
process in the ‘Modification Overview’-screen).

4.3.3  Set up Payments and collections permissions profile linked to account D,E,F and linked to the user 2
e Go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.
e Tick the checkbox before the row Template - Payments and collections.

e Make a copy by clicking the ‘Copy’ button. In this way you keep the original template ready for copying it
for future uses.
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Learve cusiomer adminisiration 3

Permission Profiles B &~ i v

*m [ Master Data | Payment Categertes | Companies | Accounts | Conversions | Permission Profes | Users |

Permission Profiles 4 Eniies -3
- Permission profile ~ o Dessrigtion »
[m] Tempiate - Counterpartes Hianage counberparies
[m] Tarmplats - INTC Counterparties Manags intra-company countarmanies
7] Tarmplabs - Payrents and colections Manage Paymants and cobechions
[m] Tempiate - Reporting permissions Ganeral payment and reporing peofile
Select: AN | Eags | Hooe 1 Entries per page: | 20

T T

e Give it a significant Permission profile name (example: Payment and collections Limited) and enter more
information in the Description-field to identify the profile.

_ e cotomesimintsicn, |
Create Permission Profile | Master Data i Hoip
- _))Au.... »mm-::.-))xm_)z Users )_T
Settings
Permizsion profie’ Payment and cotectns Livtad
Descripon ||n|mw: D name ace E_nsne soc F
A by dbefautt m]

Permission profile usage
General permissions. ]
Account " [ paittien -l
Sign permissicns’ Mo -
Catagory permissions =]
/ * Manduiony Telds
[ | [ e ]

e  Click several times the ‘Next’ button until you reach the ‘Create Permission Profile: Payment
and collections Limited/Accounts’-screen.
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Leare cusiomar administration 3

Create Permission Profile: Payment and collections Limited / Accounts i Heip

. Matter Duta ') General Purmisgions 1) Accourt Permissions 1) Calegery Permizsions J) >@—T

ASGOURtS & Enfries
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= BE1143775 x
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m] BENF19602 x

Select: Al | Pags | Mons 4 1 k& Entrias por page: | 12

T T

/

e Select account D, E and F and click then the ‘Assign’ button. The selected accounts are assigned to the
Payments and collections Limited -Permission profile.

L customar sdminksirstion 3¢

Create Permission Profile: Payment and cellections Limited / Accounts i Hain

W This Salctng asAIgnad 1o i prafil,

._mmm»s-u-r 5 e 5 Catoger ) P

Accounts 6 Eniris.
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X X 4 4 4 X
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Sebect: Al | Pace | Mone 1 Enfries per page: | 12
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e Click the ‘Next’ button and the ‘Create Permission Profile: Payment and collections
Limited/Users’-screen will be displayed.

Lesww cusiomar adminisination 3

Create Permission Prefile: Payment and collections Limited / Users i Ha
- =————| Masler Dala }) Genesal i hcoount 1) Calagory _)anmun)u-m-|

Usars 11 Enties

View: [All usess -| Viewmanagement: £ & B %

- User TP UseriD TP User robe TP Assigned kol

[m] BCG BCE Undafined *

o Emct EOU Undafined x

[m} Hostens HOSTENS Undafined x

E’m BEW, Undafined H

a Kristel VAN Undafined x

[m} Maarten DEs Undafined 4

Selbct A1 | Padh | Hong 12 % & Entries per page: | &

T T
Z
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e Tick the checkbox before the User 2 to be selected and click then the ‘Assign’ button. User 2 will be
selected and assigned to the Payments and collections Limited - Permission profile.

| Laave customer administration 3¢
Create Permission Profile: Payment and collections Limited f Users i Haip

W The selected users have boen assigned 10 the porméssion profile,

- @ Wiasinr Doia 1) General Parmissions 7) Account Parmissices ) Cabegory Parmissions 1) Accounts @Umu

Users 11 Entries

view: | -] viewmanagemen: 3 4 B %

LY U W UseriD W Usar rols WP Assigned P
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m| Elect EOU Undefined 4

O Hostens HOSTENS Undafingd x

O B Kis DEW. Undafinad W

O Kristal VAN Undafingd b 4

| heaanan DES Uindifinad x

Select: AN | Pos | Hoos 12 » w

Entries par page: | 8

e Click the ‘Save’ button and the ‘Permission Profiles’-screen will be displayed with the mention ‘The
permission profile has been created’.

] Laavn cuttamar samistmation 3%
Permission Profiles B & i pmo

W Tha permission prodile has been created.

Mastar Data | Paymant Calegares | Companies | Accounts | Canvarsions | Pemasission Profiles. | Users | Modifications Svervew

Permission Profiles 3 Enties k-
- Parmission profile . 7 Description b
O @ Pmyedt and collbctions Limilad Nama dc D.nBMa ot E,nama act F
m Payenisnts arsd collpctions - All secounts enaind o8 copy of Teenplate FAC
(m} Teerghabs - Paymants and colectons Managn Payeniits and colisction
Seiect: AN | Pagg | Hoom u

Entries par page: | 23

Cieate

e  Click the ‘Finish’ button to save the Permission profile-data. This action leads you to the

‘Modifications Overview’-screen where you have to Authorise the setup (see Authorisation
process in the ‘Modification Overview’-screen).

4.3.4 Set up Reporting permissions profile linked to account A,B,C and linked to the user 1

e  Go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.
e Tick the checkbox before the row Template — Reporting permissions.
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e Make a copy by clicking the ‘Copy’ button. In this way you keep the original template ready for copying it
for future uses.

| Loave customer naminissrtion. 3¢

Permission Profiles B & i e

== | Masier Data | Payment Categories | Compandes | Accounts | Conversbons | Permission Proflles | Users

Parmission Frofiles 4 Cnies k- I
Qo Pormission profile . 7 Description k-
m} Templaia - Counterparias Mansoe counterparties
] Tamptata - INTC Counteparte MAndgs et Lompany Counieipaties
u] Tonplits - Paymseats ad colacion: Mardss Paymints ahd colactions
(=] Tempisia - Reponing pamissions Ganersl payment and reporting profile
Select: AN | Fage | Hoos 1 Entries per page: | 20

T T T

e  Give it a significant name (example: Reporting Limited) and enter more information in the Description-
field to identify the profile.

| Laave customes nominsstration 3¢
Create Permission Profile / Master Data i Helo

Parmission Prolles

)Gmml?nnnm) Aceuet Permissions 1) Ammm:)@J

Seitings

Parmission pronie’ Riponting Linitad

Descripticn Mama a<c Aname acc Bnema acc D

MAdd by default ]

Permission profile usage

Ganaral pHmISAICNS

Account permissions’ Pemigsion patieen -
S5 parmissions’ Ne: -
‘Category permissions ]

/ = Mardpiony Tedds
T T T

e  Click several times the ‘Next’ button until you reach the ‘Create Permission Profile:
Reporting Limited/Accounts’-screen.
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Laave cushoms sdministration 3¢

Create Permission Profile: Reporting Limited / Accounts i Haip

: mnrom))mr 5 Account P )] “sees 3
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e Select account A, B and C and click then the ‘Assign’ button. The selected accounts are assigned to the
Reporting Limited -Permission profile.
T ecostomar samiraion X]

Create Permission Profile: Reporting Limited / Accounts i Haig

W The selected sccounts have been assigned to the permission profile,

Master Data ) General Parmissions ) Actourd Pemizsions ) Accounts >E—T
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Sebect: Al | Faoe | Mooe 1 Entries par page: | 12

== === ﬁ

o § = [ = § =

e (Click the ‘Next’ button and the ‘Create Permission Profile: Reporting Limited/Users’-
screen will be displayed.

Pp———

Create Permission Profile: Reporting Limited / Users i s

- Mastor n-h) ummmm) Account me))m}E

Users 11 Enias
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By User o P User D B User role P Assigned P
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e Tick the checkbox before the User 1 to be selected and click then the ‘Assign’ button. User 1 will be
selected and assigned to the Reporting Limited - Permission profile.

| Loave customes naministraticn 3¢

Create Permission Profile: Reporting Limited | Users i Haip

w# The selected users have been assigned 1o the permissian profile.

éPlrnus:m Profiks )
- =———"| Mastor Dila_}) Generl Parmissions 1) Account Pemmissions /Ancouﬂh

Users 11 Enties
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- s = P s 1D P User ok B Assigned P
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Select: AN | Fage | Hooe 12 » w Entries per page: | &
1 T /

e Click the ‘Save’ button and the ‘Permission Profiles’-screen will be displayed with the mention ‘The
permission profile has been created’.

| Lo cussomar samiistation. %
Permission Profiles B [&~ i Hm

Erinl
v The parmission profile has Been creatod.

H | Master Data | Payment Categories | Companies | Accounts | Conversions. | Penmissbon Proflies | Users | Modifications Overiew

Permission Profiles 3 Enties -
E-N Permission profile 7 Description =
O & Repoding Limed Mame acc A name acc B.name acc O
a Repoing panmissions - All RCCouRs created as copy of Template
O Template - Reporting parmissions Ganaral paryment and reporting profie
Seloct: A | Page | Mose u

Eniries per poge: | 23

/

— 1 — T — |

e Click the ‘Finish’ button to save the Permission profile-data. This action leads you to the

‘Modifications Overview’-screen where you have to Authorise the setup (see Authorisation
process in the ‘Modification Overview’-screen).

4.3.5 Set up Reporting permissions profile linked to account D,E,F and linked to the user 2

e Go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.
e Tick the checkbox before the row Template — Reporting permissions.

e Make a copy by clicking the ‘Copy’ button. In this way you keep the original template ready for copying it
for future uses.
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:—I Loave customer administraion, 3

Permission Profiles B &7 i um
.‘E [ Master Data | Paymant Categories | Companies |Acc0unu‘| Conversions | Permission Profiles T Ulllrll
Permission Profiles 4 Enlries - 34
- Pormission profile - 7 Descrigtion ®
) Teenplate - Couniarpaiies Manage courderpariies.
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[m] Teenpiats - Paymants and cobections Manage Paymsets snd colecticns
=l Teenpiate - Reporting permissions General paymant snd faperting prodie
Soloct: A | Page | Hons ‘ i - Entries per page: | 20|

Give it a significant name (example: Reporting Limited) and enter more information in the Description-
field to identify the profile.

e o samwsaton X |

Create Permission Profile / Data i
2remsiea o) | 1

. Wasine Dsin T (eneral Parmissions ) Account Pemissions ) Accounts 5) Users )

Settings

Pormission promy’ 'Reporing Limtod ]

Diescription Hame sec O,name acc E nama acc F| |

At by datault O

Permission profile usage

General permissions. M

Account permissions” Parmission patiem .-J

Sign parmissions’ ™ -|

TGy POrMEsLions O

Click several times the ‘Next’ button until you reach the ‘Create Permission Profile:
Reporting Limited/Accounts’-screen.

e Gimusamesiaton % |

Create Permission Profile: Reporting Limited / Accounts i o

B marm Genersl T Acenunt A ))uma)—T

Accounts G Enties

Vi A1 Brcounts v| vewmanagerwnt: 3 & b ¥
- Account - W Account number P Assignod w
[m] EE15T340° x
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Select: A3 | Fage | Hooe 1 Entrias por page: 12
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e Select account D, E and F and click then the ‘Assign’ button. The selected accounts are assigned to the
Reporting Limited -Permission profile.

| Loave customes aaministraton 3
Create Permission Profile: Reporting Limited / Accounts i Haip

W T ounis have baen igned io the perméssion profile,

- o 5o G ST S accomn 0>

Accounts 6 Envies

view: |REEEDE «| Viewmanagement: £ £ B %

Account = 7 Account number P Assigned P
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@ BEDSTI4

BED4TI3
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X X ¢ <

Select: A | Page | Hone 1 Entries per page: | 12

/

e (Click the ‘Next’ button and the ‘Create Permission Profile: Reporting Limited/Users’-
screen will be displayed.

] Leoson customar aominstraten X
Create Permission Profile: Reporting Limited / Users ! Heip
" Purmesion Frofies )
[ Master Data Forrmssons ) Account Punums))mxmnu
Users 11 Eniriss
View: | Al wiars «| Viewmansgemen: £ % B %
-8 User a T User i B Usar robe P Assigned il
m] Loec] BCE Undsinad x
O Elnct EQU Undufinad x
[m] Hastens HOSTENS Undefinad ®
Elm DEW Undafinad »x
O Kristal VAN Undafinad x
o Maarten DESI Undefinad ®
Select: ANl | Pacd | Mong 12 » » Entries por page: | 6
e o ] >

e Tick the checkbox before the User 2 to be selected and click then the ‘Assign’ button. User 2 will be
selected and assigned to the Reporting Limited - Permission profile.
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] Leave customer adminstrascn 3¢
Create Parmission Profile: Reporting Limited / Users i Helo
W The selected users assigned 1o the profile.
_ [ Master Data 7> Ganeral Parmissions 7 Account Permissions J\cmmls
Users 11 Entries
wiew: | IIEER | vewmsnagemen: & £ B %
- USeT o T8 wserin T Wser role P Assigned ]
[m] BCG BCG Lingafned x
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Select: A | Page | Hoos 12 ¥ » Eniries per page: | 6
e T

e Click the ‘Save’ button and the ‘Permission Profiles’-screen will be displayed with the mention ‘The
permission profile has been created’.

] Lesen customar admiesiranon 3
Permission Profiles H & i b

' The permissicn profile has been crested.

s | Master Data | Payment Categories | Compantes | Accownts | Conwersions | Permission Profles | Users | Modifications Overview |

Permission Profiles 3 Enties k-3
- Parmission profile « 57 Dascriptien P
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Select: A3 | Paga | Hoos U

Eniries por page: 23
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e Click the ‘Finish’ button to save the Permission profile-data. This action leads you to the
‘Modifications Overview’-screen where you have to Authorise the setup (see Authorisation
process in the ‘Modification Overview’-screen).

4.3.6  Set up Sign permissions profile linked to account A,B,C and linked to the user 1

e  Go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.
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I L customed adrinistration
Permission Profiles H &% i Heip

Master Dats | Payment Categories | Companies | Accounts | Conversions | Pormission Proflles | Users

Fermizsion Profiles 5 Enires o %
L Parmission profile T Description - »
() Payment and colactions ALL

O Reparting ALL

Select: AN | Page | Hobd 123 v » Endries per page: | 2

Croate

/

The Sign permission profile is applicable to a selected group of accounts (A,B and C).

Click the ‘Create’ button. The ‘Create Permission Profile / Master Data’-screen is displayed.
Enter a significant name for your Sign permission profile in the Permission profile-field. We recommend
you to choose a hame that summarises the content of your profile (example Single S/Unlimited
EUR/Name user 1) and enter more information in the Description-field to identify the profile.

The checkbox after General permissions should not be ticked.

Select the No-option for the mandatory Account permissions.

The Permission Pattern-option for the mandatory Sign permissions should be selected.

The checkboxes after General sign permissions, Remitter Account-specific sign permissions and Category
sign permissions should not be ticked.

The checkbox after Category permissions should not be ticked.

| [ ———

Create Permizssion Profile / Master Data i e

 Parmission Profies ) e - - >
| mantes Data ) Sign Permissions 3 Accounts 1) Users 3 —

Switings
Feaminsion profse’ Single Snkmited EURMame user 1
Description HMame see A name aee Basme aee

FyeeE—— (=]

FPearmission profile usage

Ciarenal pedeminaicns. [}

ACCOANT IR slnna” ™ -
Sign permdsslons” Parmission patier -
Ganeral sign pemmissians =]

Remitler account-specife sign [m]
parmisslons

Category ségn parmissican (]
Cateaory permissiong [}
- Manciatory fsids

T T T

Continue by clicking the ‘Next’ button. The ‘Create Permission Profile: Single S/Unlimited
EUR/Name user 1 / Sign Permissions’-screen is displayed.
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I Leave cusiomer administiafion 3¢

Create Permission Profile: Single S/Unlimited EUR/Name user 1/ Sign Permissions i e

~ @ @§ Sign Permissions )ES Users T
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No data availabie

Select: A3 | Pags | Hone Entries per page: | 15
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Click the ‘Create sign permission’ button within the Pattern for account sign permissions. The ‘Create
Permission Profile: Single S/Unlimited EUR/Name user 1 > Create Sign
Permission’-screen will be displayed.

Choose Single (S) as mandatory Signature class as the User 1 is allowed to sign alone.

Enter 999999999999 (12 times 9) in the mandatory Limit-field as the Sign permission amount is unlimited
and select EUR as preferred Currency in the mandatory field.

| Loavo custerar adminstrssen X

Create Permission Profile: Single S/Unlimited EUR/Name user 1 — Create Sign Permission i Hela
Typar Pt fof actouid Sipn peimissons
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v
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By clicking the ‘Save’ button, the Sign permission will be created and ‘Create Permission Profile:
Single S/Unlimited EUR/Name user 1/Sign Permissions’-screen will be displayed.
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e catmar saminaon X]
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e Continue by clicking the ‘Next’ button. The ‘Create Permission Profile: Single S/Unlimited
EUR/Name user 1/ Accounts’-screen is displayed.
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Select: AN | Pace | Noos 1

Entrias por page: | 12

e Select account A, B and C and click then the ‘Assign’ button. The selected accounts are assigned to the
Single S/Unlimited EUR/Name user 1- Permission profile.
) rmp—y

Create Permission Profile: Single S/Unlimited EUR/Name user 1/ Accounts i Haip
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e Click the ‘Next’ button and the ‘Create Permission Profile: Single S/ Unlimited
EUR/Name User 1/Users’-screen will be displayed.

| Loave customer sdministration 3¢
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[m] BEG BCO Unastnad »

[m] Ebact EQAr Uneasnag x

[m} Hogtens. HOSTENS Uncgdnad o

a re DEWR Unaasnadl X

= ] VAN Unatnad x

[m] Manrten DESI Undesinad »x

Seloct: Al | Pacs | Hoos 12 ¥ » Enfries par page: | 6
[

e Tick the checkbox before the User 1 to be selected and click then the ‘Assign’ button. User 1 will be
selected and assigned to the Single S/Unlimited EUR/Name user 1-Permission profile.

| Loave customer aaminstration 3¢
Create Permission Profile: Single S/Unlimited EUR/Name user 1/ Users i beo
w' Tha salected ussrs have boon assigned 1o the permilssion profile.
N Missier Dot 5 Sign Parmesses ) hecouts J) Usars |
Ussrs 11 Entries
View: | ST | viewmsnogement: o + B ¥
- US4 P Userio P Userrole TP Assigned bl
O BCG BCG Uredgitided .
O Elec ECU Urdetred »
] et HOSTENS! Ut x
] Kiris DEW Undefred x
O @ ksl VAN Undefined v
O Maarin DES Undefined 4
Soloct: AF | Page | Mook 12 v m Entries per page: | &
T
I

e Click the ‘Save’ button and the ‘Permission Profiles’-screen will be displayed with the mention ‘The
permission profile has been created’.
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| Lomee customar paministratien 3¢
Permission Profiles B8 &7 i de
W Tha permission profile has been created.
Master Data | Payment Categories | Companies | Accounts | Conversions Parmission Profiles | Users | Madifications Overview

Permission Profiles 2 Entrios -

"b Parmekidin profils - * Dascripticn i
a Single SAUNEMIlaELRAL acconts
00 & Singhe SUnEmited EURNamS wiar 1 Name e A nama set Baame ace ¢
] Single Fign ALL Ordy §ign paemisions - o faactienal

Select: A3 | Page | Hooe

Enteins por page: | 17

e Click the ‘Finish’ button to save the Permission profile-data. This action leads you to the

‘Modifications Overview’-screen where you have to Authorise the setup (see Authorisation
process in the ‘Modification Overview’-screen).

4.3.7

Set up Sign permissions profile linked to account D,E,F and linked to the user 2

e  Go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.

| Lesvn cusiomar aaminsivaton 3

Permission Profiles B &% i Hm

Mastor Data | Peyment Calegories | Compantes | Accounts | Conversions | Permission Profiles | Users

Permission Profiles 5 Entries -3
L% Parmilasion profie 7 Dascription P
O Paymant and colecoes ALL
m] Raporing ALL

Select: AN | Paos | Nong

Vi

123 & w Erlries par page: | 2

The Sign permission profile is applicable to a selected group of accounts (D,E and F).

Click the ‘Create’ button. The ‘Create Permission Profile / Master Data’-screen is displayed.
Enter a significant name for your Sign permission profile in the Permission profile-field. We recommend
you to choose a hame that summarises the content of your profile (example Single S/Unlimited
EUR/Name user 2) and enter more information in the Description-field to identify the profile.

The checkbox after General permissions should not be ticked.

Select the No-option for the mandatory Account permissions.

The Permission Pattern-option for the mandatory Sign permissions should be selected.

The checkboxes after General sign permissions, Remitter Account-specific sign permissions and Category
sign permissions should not be ticked.

The checkbox after Category permissions should not be ticked.
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] Leave customer sdmicstration 3¢
Create Parmission Profile | Master Data (T

2 Profites

Master Duta 5 Bion Parmessrona 55 Accouna 55 Users >—]

ssttings

Purmiasion profils’ Single Sinkmted EURTamS s ¥
Descripion Hame acc D.name scc Ename scc F
Ay etamtt [w]

Fermission profile usage

Ganeral parmissions (|
Accaunt permissions’ o -
Sign permisaions’ Pasmizsion pattarn -

Garveral sign panmis sions

Fosamitior account-specic sign
permissians

Calagory SlEn peimissbong

oo oo

CHSHOTY PRTISSNE

/ * Mnndatany Saids

e Continue by clicking the ‘Next’ button. The ‘Create Permission Profile: Single
S/UnlimitedEUR/Name user 2 / Sign Permissions’-screen is displayed.

I Laave customes adminisiraion 3¢
Create Permission Profile: Single S/Unlimited EUR/Name user 2 { Sign Permissions i e

- @ E Sign Parmissions >chnML'. FHUSES ) T

Pamerm for account sign permissions 0 Enlies

View: | Prisel =| Viewmansgement: £ + B ¥
k- Accoumt Signaturs class = P Limit P Currency P
Ho dats svailable
Soloct: AN | Eagg | NV Entries par page: | 15
=
‘Category sign permissions 0 Enies
Wiew: AN category sign pemissions ~| viewmanagement: £ + & ¥
k- Cabegary = B Signatare closs W Limit P Currency i
o data avallable

Seloct: AN | Page | Hoog Entries par page: | 15

e Click the ‘Create sign permission’ button within the Pattern for account sign permissions. The ‘Create
Permission Profile: Single S/Unlimited EUR/Name user2 - Create Sign
Permission’-screen will be displayed.

e Choose Single (S) as mandatory Signature class as the User 2 is allowed to sign alone.

e Enter 999999999999 (12 times 9) in the mandatory Limit-field as the Sign permission amount is unlimited
and select EUR as preferred Currency in the mandatory field.
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I Laave customer admisisiration 3¢

Create Permission Profile: Single S/Unlimited EUR/Name user 2 — Create Sign Permission i oo
Type Faileen or Bocount Sign pemmissions
Conditien

Paymant instramant
Payenent level
Business type

Business catogory

Account All @55ignad accounts
Sign permission
Signatune class” Single () -

Lim#l | Cusrency” | paEI9SeRRan | | EUR (Eura) -

"] * Manciatosy Tebs
BT T
e By clicking the ‘Save’ button, the Sign permission will be created and ‘Create Permission Profile:

Single S/UnlimitedEUR/Name user2/Sign Permissions’-screen will be displayed.

| Leave customer administation 3
Create Permission Prefile: Single S/Unlimited EUR/Name user 2/ Sign Permissions i ol

W The sign permission has been craatod.

- Miaster Data 1) Sign Permissions Accounts ‘—r

Fattern for account sign permissions 1 Exilry

View: | Presel +| viewmanagement: £ I H ¥
& Agonisnl Signatune class - P Limit TP Curmency b
O @ Atsssigned acoounts Singla () 99,990,009,599.00 EUR
Select: AY | Pagg | Mooy 1 Entries per page: | 15
Emmes
Categery sign permissions 0 Enires
View: | Al cslegory sign permissions. »| Viewmanagement: & & B ¥
- Category = P Signature class P Limit P Currency i

e Continue by clicking the ‘Next’ button. The ‘Create Permission Profile: Single S/Unlimited
EUR/Name user 2/ Accounts’-screen is displayed.
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o customar samsraten ]
Create Permission Profile: Single S/Unlimited EUR/Name user 2 / Accounts i el

Peemizsion Profies )

(o oy QAo D1

Accounts & Enties

View: | AL aceounts <| Viewmanegemen: & £ b %

- Account = 5 Accoant numbor P Assigned ®
[m] BE15734 *

=] BE14188 x

[=] BE11437 *

BEDGT34 *

O BED4733 x

[m] BED31G8 4

Select: A8 | Paos | Hoos i

Endries per page: | 12

e | = [ = [ o= ]

e Select account D, E and F and click then the ‘Assign’ button. The selected accounts are assigned to the
Single S/Unlimited EUR/Name user 2- Permission profile.

] presprmepw————y

Create Permission Profile: Single S/Unlimited EUR/Name user 2 ! Accounts i b

) e s e s 5>

Accounts & Entnes

w' The selocted accounts have baen assigned to the permission prodile.

k- Account = 5 Account numbor P Assigned e
m} BEISTM *®
0O @ eewies
] EH BENT
O @ Beosrss
] BEQ4TIR
m]
Soloct:

X X L <<

BED9S

&0 | Pags | Moo 1 Eniries par page: | 12

T Unassign |

e Click the ‘Next’ button and the ‘Create Permission Profile: Single S/ Unlimited
EUR/Name User 2/Users’-screen will be displayed.
) premyrreeen———y

Create Permission Profile: Single S/Unlimited EUR/Name user 2 [ Users i ol
. murm)@m})mﬁl

Users 11 Enries

Wi AL usee =| Viewmanogement: £ £ B

- Usar - P userio P user rols P Assignad ®

=) BCOH BCO Ungatinud *®

[m] Etee EQU Undatinag x

[m] Hoslans HOSTEMSS Undatinig x

B & o DEW Undatined ®

[m] Katgtad AN Undatinag x

[m] Maaren DES Undatinig x

Soloct: A3 | Pags | bons 125w

Entsiad por page: | 8

?m

BT ) R
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4.4

Tick the checkbox before the User 2 to be selected and click then the ‘Assign’ button. User 2 will be
selected and assigned to the Single S/Unlimited EUR/Name user 2-Permission profile.

| Loavn cusnarnor aarenisiaton %
Create Permission Prefile: Single S/Unlimited EUR/Name user 2 / Users i Halo
' The selecied usess have been assigned (o the permission prafile.
) !| lkaster Ciata "7 Sign Penmisskons ) Accounts 5 Usars
Users 11 Enitries
View: | IR v| Viewmanogement: 3 & B %
to User o B User 1D T User role B Assigned ko
O BOG aca Undetred »*
a Eloct EOU Undetned »
] g tars. HOSTENS Uredgtrgd k.
im] B ks DEW Undefined w
(] Kristal VAN Undetined »
O Maarien DES Uridefined -4
Solect: A | Pags | Noos 12 » m Eniries por page: | &
e

Click the ‘Save’ button and the ‘Permission Profiles’-screen will be displayed with the mention ‘The
permission profile has been created’.

| Luave customes adminissation 3¢
Permission Profiles B &% i pe

W' Thit pemmission profils has ben created.

= | Mastor Data | Payment Categories | Companies | Accounts | Conversions | Permission Profiles | Ussrs | Modifications Overview

Permission Profiles 4 Entias b
& Pemnission profile - % Deseription G-
O Singhe SiUnimied/ELIRMAN accounts:

O [ Single ShUnlmied EURMName wser 2 Hamae acc O,name acc E,nama acc F
O Singla Sign ALL Onily sign permissions - po funclional
Seléct: Al | Pact | Hona 126 Entries por page: [ p |

/

T T es T e

Click the ‘Finish’ button to save the Permission profile-data. This action leads you to the
‘Modifications Overview’-screen where you have to Authorise the setup (see Authorisation
process in the ‘Modification Overview’-screen).

Example 3. Set up of 2 users. User 1 is allowed to create payments and collections and allowed to
view reporting of all accounts. User 2 is only allowed to sign payments with unlimited sign
permissions on all accounts.

4.4.1 Setup of 2 users

See Creation of Users

4.4.2 Set up Payments and collections permissions profile and link to the user 1

See Set up payments and collections permissions profile and link to the user

4.4.3  Set up Reporting permissions profile and link to the user 1

See Set up Reporting permissions profile and link to the user

4.4.4  Set up Sign permissions profile and link to the user 2
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User 2 can not sign payments without viewing them. Therefore you have start with a copy of the Template
- Payments and collections- Permission profile, limit the Account permissions to View payments and add
the necessary Sign permissions and give it at Sign-related Permission profile name.

Go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.

Tick the checkbox before the row Template - Payments and collections.

Make a copy by clicking the ‘Copy’ button. In this way you keep the original template ready for copying it
for future uses.

| Lomve cumtomar aaminstrason ¢

Parmission Profiles B &~ 0 e
Master Data | Payment Categories | Companies | Accounts | Conversions | Permission Profiles | Users

Permission Profiles 4 Entras -
£ Pesmission profile - ' Descripticn A
[} Tamplate - Counterpartios Manage counlerparties
[m] Tamplaie - INTE Counterparties Manage intra-campany counterparies
Template - Paymants and colisctions Manage Paymants and coliactions
[m] Tamplale - Reporing permizsians Eeneral payment and reporting profie

Select: &1 | Page | Hone 1

Entries por page: | 20

(oo B oo L oo |

The ‘Create Permission Profile / Master Data’-screen is displayed.

Enter a significant name for your Sign permission profile in the Permission profile-field. We recommend
you to choose a hame that summarises the content of your profile (example: Single S/Unlimited/EUR/
Sign only).

The checkbox after General permissions should be ticked.

Select the Permission Pattern-option for the mandatory Account permissions. This option is needed for
limiting the Account permissions to View payments.

The Permission Pattern-option for the mandatory Sign permissions should be selected.

The checkboxes after General sign permissions, Remitter Account-specific sign permissions and Category
sign permissions should not be ticked.

The checkbox after Category permissions should be ticked.

] Loave customer administration 3¢

Create Permission Profile | Master Data i Meip
) Purmission Profias 3 .

) " uastor Datn 1) Gonaral ") Aiccount Parmissiont 1) Sign P "B Catogory P S Azounts 33

Settings

Porméssion profile’ Fingle SUNIMBAELREON onty

Descrption

i By cadai O

Permission profile usage

i 2l P TmIAAsaNg (=]
Ao 3 paizaen .
Sign permissions’ Poimission paitern -
General sign permissions (m}
Fenitior account-apecific sign (]
PEmmissions
Calagory sign pemissicns O
Catugory parmissions & /
* Mgndmiory falds
' [ Fei  J e Gemeol |

Click two times the ‘Next’ button until you reach the ‘Create Permission Profile: Single
S/Unlimited/EUR/Sign only/Accounts Permissions Pattern’-screen.
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e  Untick the checkboxes after Create, Modify and Delete payments.
e  The checkbox after View payments should be ticked.

| Leawe customar administraticn 3¢

Create Parmission Profile: Single SiUnlimited/EURISign only | Account Permissions Pattern i Heip
) Fafmisainn Profil —— .

[ Master Data "3 Account Permissions >')5an 3 Calogory Parmissions ) Accounts 3» )

Cash managemaent Paymants

Wiaw balances [m] View payments =)

Wiaw stataments o Cregte paymanes o /

Viaw intraday repodis [m} Modily payments (m}

Wiaw iransactions (=] Dalote paymanis (|

/

CEer e T es ) [CeEs

e  Click the ‘Next’ button and the ‘Create Permission Profile: Single
S/Unlimited/EUR/Sign only/ Sign Permissions’-screen will be displayed.

| Luave customar dminsirsson %

Create Permission Profile: Single S/Unlimited/EUR/SIgn only f Sign Permissions i Helo

W The sccount perméssions pattarn has Been epdsled,

. Eﬂ Wizstor Data J) Genoral Pamissions 3 Account Pmm:)ﬁ Sign Permissions )é Accounts )D

Pattern for account sign pemmissions O Enies
Wiew: |Fresst ~| viewmanogement: £ & b ¥

- Account Signature class ~ T Limit P Currency P

o data avalatie

MNIMIV Entries par page: | 15

(Creates SN DTSN |

Category sign permissions 0 Enties
View: | All Calagedy 0N parmESsond -| viewmsnogemant: £ 4 b %
-~ CHRGHY = TP Signatsne class P Limit P Currancy P

Mo data avalabie

e Click the ‘Create sign permission’ button within the Pattern for account sign permissions. The ‘Create
Permission Profile: Single S/Unlimited/EUR/Sign only-> Create Sign
Permission’-screen will be displayed.

e Choose Single (S) as mandatory Signature class.

e  Enter 999999999999 (12 times 9) in the mandatory Limit-field if the Sign permission amount is unlimited
and select EUR as preferred Currency in the mandatory field.
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| Loave custemer aaministration 3¢

Create Permission Profile: Single S/Unlimited/EURISign only — Create Sign Permission i Haio
Type PEHHT o BCOAUN SEQN pTIESSINS
Condition

Paymant instrument
Paymoent level
EBusiness type
Business calegory

Account Al assigned eccounts
Sign permission
Signature class” Single (3) -

Lim#t ! Currency FHEMTIR0089 || EUR (Eurg) -

/ " Mandatory fiesds
T

By clicking the ‘Save’ button, the Sign permission will be created and the ‘Create Permission

Profile: Single S/Unlimited/EUR/Sign only/Sign Permissions’- screen will be
displayed.

] Lasvs customer aaminsstraon 3¢
Create Permission Profile: Single S/Unlimited/EUR/Sign only / Sign Permissions i Halo

W' Tha sign permission has been coestd,

. [Master Data '5) General Pemissions ) Account Permissions D

Pattern for account sign permissions 1 Eniry

View: |Prosst ~| Viewmanagement: £ £ O F

L% Aecount Signatisng class ~ B Linit T Curroncy ko
[0 @ aAnassigned accounts Single (5] 665,959,909,666.00 EUR

Sedect: Al | Pace | Mooe |

Entrias por page: 15

Creale sk ponmissien e

Category 8ign permissions 0 Enites
Vigws | All CalGgory SN PATMISSING «| viewmsnogement: £ & b B
- Calegory = B Signature cless P Limit P Cumency ®

No data avasabtie

Select: Al | Eaow | Hgon

Continue by clicking two times the ‘Next’ button. The ‘Create Permission Profile: Single
S/Unlimited/EUR /Sign only/ Accounts’-screen is displayed.
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| woive customas aaminiswation 3
Create Permission Profile: Single S/Unlimited/EUR/Sign only ! Accounts

i Hsio
!{mm Data 3} Ganeeal 5 hecount 5 s 3 Calagory ) Accaunts >D
ACCOUNS 100 Enlies
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=] DE3308 053308 x
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Y
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[ ) I T

Click first ‘Select: All' and click then the ‘Assign’ button. All accounts are selected and assigned to the
Single S/Unlimited/EUR/Sign only/ Accounts— Permission profile.

Click the ‘Next’ button and the ‘Create Permission Profile: Single
S/Unlimited/EUR/Sign only/ Users’-screen will be displayed.

| Lusva cusiomar adminisiration 3

Create Permission Profile: Single S/Unlimited/EUR/Sign only [ Users i Haip
[T mastor oata > Gunaras 3y Acenn 5 o 35 Cotagery »A‘M"ME

Users 1 Entry

View: | AN ismary = Vewmanagement: ff & B ¥

to/ User 7 Userim T User role P Assigned - bl

=] Hitens. HOSTENS Undetingd x

Sefect: A | Ppge | Moo 1 Enilrias por page: | 25

Tick the checkbox before the User to be selected and click then the ‘Assign’ button. The User will be
selected and assigned to the Single S/Unlimited/EUR/Sign only — Permission profile.

Click the ‘Save’ button and the ‘Permission Profiles’-screen will be displayed with the mention ‘The
permission profile has been created’.
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| Loave customer adminstratcn 3¢

Permission Profiles B &% i poe
" The permission profile has boen Created.

= | Mastor Data | Payment Categories | Companies | Accounts | Conversions | Permission Profiles | Usors | Modifications: Gverdew
Permission Profiles 1 Entry b
[ [Permission profile || Descripion b

m} B Singie SUBMRedELIRSSIgN orly

Select: A | Page | Moo 1 Entries por page: 30

T T T

e Click the ‘Finish’ button to save the Permission profile-data. This action leads you to the
‘Modifications Overview’-screen where you have to Authorise the setup (see Authorisation
process in the ‘Modification Overview’-screen).

4.5 Example 4. Set up of 3 users. User 1 is allowed to create payments and collections and allowed to
view reporting of all accounts. Users 2 and 3 are only allowed to sign payments with unlimited sign
permissions on all accounts. Users 2 and 3 have to sign together.

4.5.1 Setup of 3 users
e See Creation of Users

4.5.2  Set up Payments and collections permissions profile and link to the user 1
e See Set up Payments and collections permissions profile up and link to the user

4.5.3  Set up Reporting permissions profile and link to the user 1
e See Set up Reporting permissions profile and link to the user 1

4.5.4  Set up Sign permissions profile and link to the user 2 and user 3

e User 2 and User3 can not sign payments without viewing them. Therefore you have start with a copy of the
Template - Payments and collections- Permission profile, limit the Account permissions to View
payments and add the necessary Sign permissions and give it at Sign-related Permission profile name.

e Go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.

e Tick the checkbox before the row Template - Payments and collections.

e  Make a copy by clicking the ‘Copy’ button. In this way you keep the original template ready for copying it
for future uses.
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I Lkl Ciaslomee AomEnsration X

Permission Profiles

Permission Profiles 4 Enlres
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=] /'Himblﬂlﬁ - Panymaaits @nd collechons

a Tempiais - Raporiing parmissions
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Entries par page: | 23

Salect: Al | Page | Habe
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The ‘Create Permission Profile / Master Data’-screen is displayed.

Enter a significant name for your Sign permission profile in the Permission profile-field. We recommend
you to choose a hame that summarises the content of your profile (example: Primary A/Unlimited/EUR/
Sign only).

The checkbox after General permissions should be ticked.

Select the Permission Pattern-option for the mandatory Account permissions. This option is needed for
limiting the Account permissions to View payments.

The Permission Pattern-option for the mandatory Sign permissions should be selected.

The checkboxes after General sign permissions, Remitter Account-specific sign permissions and Category
sign permissions should not be ticked.

The checkbox after Category permissions should be ticked.

] Loave customer sdministraton 3¢

Create Parmission Profile | Master Data i Hew

S Parmisson Profes ) . -

T =————| Masior Data 1) General Permissions ) Account Penmissions ) Sipn Permissions }) Category Pemissions 1) Accounts )
Settings
Parméssion profile’ PFrimany AlUnlmitedEURSIon anly
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cid By dedault (]
Parmission profile usage
Ganaral parmissions =]
Ascount permissions” Pammizsion pattern -
Sign permissions’ Paimsission pattern -
Gandval sign permissbons a
i T BCCOUN-SRRC Sk [m]
permissions
Catagory sign permissions (]
Catugory permissions ] /

* Mandatory fislds
== ==

Click two times the ‘Next’ button until you reach the ‘Create Permission Profile:
A/Unlimited/EUR/Sign only/Accounts Permissions Pattern’-screen.
Untick the checkboxes after Create, Modify and Delete payments.

The checkbox after View payments should be ticked.

Primary
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| Loava cussemer saminisyation X

Create Permission Profile: Primary A/Unlimited/EURISign only / Account Permissions Pattern i Hao
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Click the ‘Next’ button and the ‘Create Permission Profile: Primary
A/Unlimited/EUR/Sign only/ Sign Permissions’-screen will be displayed.

| Lesvo customer administraten 3¢
Create Permission Profile: Primary A/Unlimited/EURISign only / Sign Permissions i Help

' The account permissions patiern has been updated,

. m| Waster Data ) Ganeral Pamissions ) AGcount Permlsslmsi Category Parmissions ) Accounts )y _

Pattern for account sign permissions 0 Enires

Wiew: | Prasat -| viewmenagement: £ & 0 B
L Account Signaiure class = P Limit P Cumency w
o data svallabie
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Select: Al | Paga | Noos Entries per page: |15

e = = [ o

Click the ‘Create sign permission’ button within the Pattern for account sign permissions. The ‘Create
Permission Profile: Primary A/Unlimited/EUR/Sign only-> Create Sign
Permission’-screen will be displayed.

Choose Primary (A) as mandatory Signature class.

Enter 999999999999 (12 times 9) in the mandatory Limit-field if the Sign permission amount is unlimited
and select EUR as preferred Currency in the mandatory field.
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] Lo cussamer savnisvanan 3%

Create Permiszion Profile: Primary A/Unlimited/EUR/Sign only — Create Sign Permission i Hae
Type Patiem for acoownd sign penmisskons
Condition

Paymsnt instrument
Payment bevel
Business typs
Business calagory

Accotint Al RESIgNAd Accomints

Sign permission
Sigrabure class’ Frimary (A}
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i fhe
BT
By clicking the ‘Save’ button, the Sign permission will be created and the ‘Create Permission

Profile: Primary A/Unlimited/EUR/Sign only/Sign Permissions’-screen will be
displayed.

| Loave customer administration. 3¢

Create Permission Prefile: Primary AfUnlimited/EUR/Sign only / Sign Permissions i oo

' The sign permission has been created.
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O B AN assigned sccounts Primary (4] P00,099,539.900.00 EUR
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P Curroncy ®
No data avallabls
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Continue by clicking two times the ‘Next’ button. The ‘Create Permission Profile: Primary
A/Unlimited/EUR /Sign only/ Accounts’-screen is displayed.
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] Loava customes aaminisyation X
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Click first ‘Select: AlIl' and click then the ‘Assign’ button. All accounts are selected and assigned to the
Primary A/Unlimited/EUR/Sign only/ Accounts— Permission profile.

Click the ‘Next’ button and the ‘Create Permission Profile: Primary
A/Unlimited/EUR/Sign only/ Users’-screen will be displayed.

] Loave customer ndministration 3¢

Create Permission Profile: Primary AfUnlimited/EUR/Sign only / Users i Hap
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Users 3 Entries
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Tick the checkbox before User 2 and User 3 to be selected and click then the ‘Assign’ button. The User will
be selected and assigned to the Primary A/Unlimited/EUR/Sign only — Permission profile.

Click the ‘Save’ button and the ‘Permission Profiles’-screen will be displayed with the mention ‘The
permission profile has been created’.
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e Click the ‘Finish’ button to save the Permission profile-data. This action leads you to the

‘Modifications Overview’-screen where you have to Authorise the setup (see Authorisation
process in the ‘Modification Overview’-screen).

4.6 Example 5. Set up of 3 users. User 1 is allowed to create payments and collections and allowed to
view reporting of all accounts. User 2 is allowed to create payments and collections (with exception
of salary payments) and allowed to view reporting of all accounts. User 1 and 2 have no sign
permissions User 3 is allowed to view reporting of all accounts and has unlimited sign permissions.

4.6.1 Setup of 3 users
e See Creation of Users

4.6.2  Set up Payments and collections permissions profile and link to the user 1
e See Set up Payments and collections permissions profile and link to the user

4.6.3  Set up Payments and collections permissions profile and link to the user 2
e Go to ‘Administration’/’ Configure Customer Objects’/’Permission Profiles’.
e Tick the checkbox before the row Template - Payments and collections.

e Make a copy by clicking the ‘Copy’ button. In this way you keep the original template ready for copying it
for future uses.
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Give it a significant Permission profile name (example: Payment and collections/excepted Salary).

| [T ———————

Create Permizsion Profile / Master Data [T
Permiaasion Profles
S Ay e 5 o ey w1
Setrings
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Dascrpsian
dald by ceTaalt ]

Parmizsion prefils usage
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Sign permissions”

Catagory perminsicns

/ - M Bndaty Bakds

Click several times the ‘Next’ button until you reach the ‘Create Permission Profile: Payment
and collections/excepted Salary / Category permissions’-screen.
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Untick the chequeboxes before Payments and Batches in the row of the Category Salary and click the
‘Next’ button. The Category permissions have been updated and the ‘Create Permission Profile:
Payments and collections/excepted Salary / Accounts’—screen will be displayed
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Click first ‘Select: All' and click then the ‘Assign’ button. All accounts are selected and assigned to the
Payments and collections/excepted Salary-Permission profile.
[ ]

Click the ‘Next’ button and the ‘Create Permission Profile/Users’-screen will be displayed.

s Parmission Profes
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Tick the checkbox before the User to be selected and click then the ‘Assign’ button. The User will be
selected and assigned to the Payments and collections/excepted Salary-Permission profile.

Click the ‘Save’ button and the ‘Permission Profiles’-screen will be displayed with the mention ‘The
permission profile has been created’.

Permission Profiles

| Loava customer acminissaton 3¢

B &« i o
' The permission profile has been creabed.
Master Data | Payment Calegories | Companies | Accounls [ Conversians | Permission Profies | Users | Modifications Overview
Permission Profiles 1 Entry -0
L Permission profile -
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Eniries per page: | 23

T T
Click the ‘Finish’ button to save the Permission profile-data. This action leads you to the

‘Modifications Overview’-screen where you have to Authorise the setup (see Authorisation
process in the ‘Modification Overview’-screen).

4.6.4 Set up Reporting permissions profile and link to the user 1, user 2 and user3

[ ]

See Set up Reporting permissions profile and link to the user
4.6.5

Set up Sign permissions profile and link to user 3
[ ]

See Set up Sign permissions profile and link to the user 2
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5 Authorisation process in the ‘Modification Overview’-screen

All modifications of administrative data have to be Authorised in the ‘Modification Overview’-screen
by one or two Super users depending on the assigned Super user permission profile (single or dual).

e When saving data modifications, the data will be saved incompletely and cannot be authorised. You can
end the process later on by going to ‘Administration’/’Modifications’, clicking on a row to access the
‘Modification Details’-screen, completing and finishing the modification and authorising it in the
‘Modifications Overview’ screen.

e The finishing of data modifications will lead you directly to the ‘Modification Overview’-screen.

Example of the ‘Modification Overview’-screen after finishing the registration of a new User.
- I Leave customar agmisstration X

Modifications Overview & 0 He
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Authorisation
Description Uy

To access and view the User-details you can click on the row Users.

Depending on the means of access and signature (Card or Mobile Sign) assigned to you, a different
authorisation process is started after you click the ‘Authorise’ button.

After signing the requested modification, it becomes effective. Except for the creation of a new User. In this
case the modification is sent to CBC Banque. CBC Banque has to process the creation of your User. The next
day the User-modification should be visible in your User-information. You can check this by going to
‘Administration’/’ Configure Customer Objects’/’Users’.

When you are a Super user with a dual permission profile, all modifications have to be signed by a second
Super user. After being authorised by the first Super user the data are sent again to the Modifications-module.

Example of the ‘Modification Overview’-screen after being authorised by a first Super user with a dual
permission profile.
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In this screen you can see that a user has been initiated and authorised once by a Super user. There is still one
authorisation pending.

The second Super user has to end the Modification-process by going to ‘Administration’/’Modifications’, by
clicking on the row of the data to be authorised. The ‘Modification Details’-screen will be displayed.

The ‘Authorise’ button has to be clicked and the authorisation process will be started depending on the
assigned means of access and signature (Card or Mobile Sign)
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